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Introduction
With computer use growing unabated1 and users worldwide
accessing the Internet 2 at a phenomenal rate,3 the cyberspace4 age is
here. With good reason, the development of cyberspace as a public
and private communications medium has been hailed as "[p]robably
the most important development in mass communication since the
advent of television."5 However, as the rapidly changing technology of
computer communications has wrought change in modern life,6
established bodies of law have had to deal with the ramifications of
cyberspace. The transmission of documents over the Internet has
raised intellectual property issues' and prompted the expression of
free speech concerns. 8 "Posting messages" 9 on on-line "bulletin
1. Use of Electronic Media for Delivery Purposes, 60 Fed. Reg. 53,458 n.4 (1995) (to be
codified at 17 C.F.R. §§ 231, 241,271).
2. The Internet is an integrated network of worldwide computer networks which share a
common communications technology. It is comprised of over seven million computers
interconnected through over 60,000 networks. Users, which include businesses, government
agencies, universities, and individuals, can access such things as worldwide electronic mail
services, remote computer bulletin board systems ("Usenet"), and information services.
Religious Technology Center v. Netcom On-Line Communication Serv., 923 F. Supp. 1231, 1238
n.1 (N.D. Cal. 1995).
3. There are over 30 million users of the Internet and the number is growing by more than
a million a month. Already, the Internet reaches over 75 countries with full service. The Internet
Affects All Areas of Modern Life, ONLINE PRODucT NEWS, May 1995, at 1.
4. "Cyberspace" refers to the world of "electronic communications over computer
networks." Trotter Hardy, The Proper Legal Regime for "Cyberspace," 55 U. Prrr L. REV. 993,
994 (1994).
5. Felix H. Kent, Roundup of 1995 and a Look Ahead, N.Y.L.J., Dec. 15, 1995, at 3.
6. Through the Internet network, "anyone [may] send anything digital to anyone
anywhere," such that the world is a single marketplace where sellers can disseminate product and
services information and be linked directly with buyers. The InternetAffects All Areas of Modern
Life, supra note 3, at 1. Sales of goods and services over the Internet are projected to reach $255
billion in 1996. Sales Booming Over Net In '96, S.F. CHRON., Mar. 1, 1996, at E-1. The potential
for exchange of information over the Internet is such that at least one country has "ordered all
those who use the Internet and other international computer networks to register with the
police." China OrdersNet Users to Register with Police, L.A. TIMES, Feb. 15, 1996, at D5.
7. See, e.g., Religious Technology Ctr. v. Netcom On-Line Communication Serv., 923 F.
Supp. 1231 (N.D. Cal. 1995) (copyright); Playboy Enters., Inc. v. Frena, 839 F. Supp. 1552 (M.D.
Fla. 1993) (trademark).
8. See, e.g., American Civil Liberties Union v. Reno, 929 F. Supp. 824 (E.D. Pa. 1996)
(issuing preliminary injunction based on constitutional challenge to provisions in
Communications Decency Act of 1996 which prohibit distribution of "indecent" and "patently
offensive" material on Internet and on-line networks).
9. "Posting messages" refers to the broadcasting of electronic messages on a message
database where users may leave messages for other users, often based on a certain topic, known
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boards" has prompted judicial scrutiny of the extent of third party tort
liability.10 As electronic commerce has increased, scholars have
examined electronic contracts in light of the Uniform Commercial
Code and common law contract principles."
Some legal problems that have arisen because of cyberspace
appear on the surface to be identical to problems in real space. 2 In
these cases, use of cyberspace may merely be a new area in which
traditional problems arise. 13 Unquestionably, not every legal issue
raised in cyberspace is "new" in the sense that existing rules
promulgated for other mediums of communication will not govern.
However, some legal issues still may be considered "novel" and,
therefore, merit attention for another important reason: they call for
new solutions which "will bring clarity and predictability to cyberspace
conduct."' 4
This Note will discuss an area of the law that, despite the digital
revolution of the Internet, has received little, if any, focused scholarly
attention: the securities laws.' 5 At first blush, the effect of cyberspace
on securities laws may seem wholly unremarkable. Has cyberspace
merely created the same problems with a new medium? A closer
analysis of the intersection of securities laws and the Internet,
however, begs another question. Has cyberspace generated new
problems for the application of securities laws that require new
solutions?
In light of these questions, this Note will examine several areas
within securities law and the extent to which the Internet has raised
as an electronic bulletin board system. "Posting" is distinguished from sending a written letter or
normal electronic mail message in that a group reads it rather than specific users to whom a
message is sent. New Legal Frontier,L.A. TiMas, Mar. 19, 1993, at Al.
10. See, e.g., Stratton Oakmont v. Prodigy Serv., 1995 N.Y. Misc. LEXIS 229 (May 26,
1995); It's in the Cards v. Fuschetto, 193 Wis. 2d 429 (1995).
11. Stuart Biegel, Cyberspace Age: The Emerging and Specialized Law of the Digital
Revolution, S.F. DAILY J., Jan. 25, 1996, at 5.
12. Hardy, supra note 4, at 1053.
13. For example, where one communicates a libel to a third party or infringes a copyright
by virtue of the Internet, rather than by letter or telephone, the plaintiff must prove the same
elements of the civil wrong in order to prevail. See id. at 999.
14. Id. at 1053.
15. "There are seven federal securities laws." Joel Seligman, The Obsolescence of Wall
Street: A Contextual Approach to the Evolving Structure of FederalSecurities Regulation, 93
MICH. L. REv. 649, 649 n.1 (1995). When this Note refers to the "federal securities laws," it
addresses only two of these statutory schemes: the Securities Act of 1933, 15 U.S.C. § 77a et seq.
(1988) [hereinafter "the 1933 Act"], and the Securities Exchange Act of 1934, 15 U.S.C. § 78a et
seq. (1988) [hereinafter "the 1934 Act"].
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"novel" legal issues within these areas. Part I begins with a general
overview of the influence of computer communications technology on
the securities industry and markets. In particular, Part I discusses the
electronic distribution of securities, the advent of initial public
offerings on the Internet, the development of Internet-based securities
trading systems, and recent related Securities and Exchange
Commission (SEC) regulations. Part II addresses jurisdiction in
cyberspace in the context of application of the federal securities laws.
More specifically, Part II addresses the extraterritorial power of the
United States courts and the SEC over transnational securities
transactions in cyberspace. Part III examines the growing area of
cyberspace fraud ("cyberfraud") and securities offerings
("cyberofferings") and the responses of state "blue sky" regulators
and federal regulators in the face of blurred jurisdictional authority.
I
Technology's Influence
Information technology has had a substantial impact on the
investment process and the marketplace in general. For example,
institutions offer the public an extensive range of "on-line" financial
market data for use at one's home.16 An investor may access data from
annual reports of publicly held companies or learn about "obscure
investment opportunities" worldwide.17 The existence of these various
''on-line" services reflect the change in the securities world "from
8
paper-based to electronically disseminated information.
In addition, Wall Street has discovered the Internet.1 9 Investment
banks, brokerage houses, and even stock exchanges, are creating
"home pages" on the World Wide Web that provide a "prospecting
ground" for clients, commissions, and possible investors.' Financial
companies and electronic brokerage firms are providing "on-line"
trading services that take orders over the Internet and that feature

16. Donald C. Langevoort, Information Technology and the Structure of Securities
Regulation, 98 HARV. L. REV. 747, 757 (1985).

17. Id.
18. Id.
19. Hal Lux, Wall Street Wires into the Web, INVESTMENT DEALERS' DIGEST, June 26, 1995, at

S2 [hereinafter, Lux, Wall Street].
20.

Id.
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stock quotes and portfolio services.21 Merger and acquisition
specialists have used the Internet as an avenue to wage proxy contests
and takeover battles.'
Cyberspace technology has also spawned a new brand of
securities transactions: the digital public offering. 3 The medium of
cyberspace is ideal for capital formation given its global reach and its
24
relatively inexpensive means of reaching a large number of people.
As such, companies, particularly smaller, start-up ventures, have taken
to the Internet to raise capital in cyberspace through initial public
offerings of stock. A digital offering allows a company to bypass
expensive underwriters and to eschew costs associated with the
traditional paper-based offering.
In February 1995, Spring Street Brewing Company pioneered
what may have been the first-ever initial public offering of shares over
the Internet,' and later commenced a digital secondary trading in its
common stock.2' As part of its initial offering, Spring Street
established a home page on the World Wide Web that allowed
potential investors to review and download its offering documents. 27 It
issued stock under Regulation A of the 1933 Act, which provides an
exemption from federal registration requirements for offerings not in
excess of five million dollars worth of securities during a continuous
twelve month period.2' An important feature of Regulation A is that it
allows issuers to "test the waters" for their offerings by distributing
pre-offering solicitations.2' Spring Street utilized the Regulation A
exemptions in raising nearly $1.6 million through approximately 3500

21. Id.; Vanessa O'Connell, Stock Answer: Buying and Trading Securities on the Web Could
Revolutionize the Relationship Between Investors and Brokerage Firms, WALL ST. J., June 17,
1996, at R8.
22. Karen Donovan, The Web: A Valid Proxy for Proxy-Fight Notices?, NAT'L L.J., Jan. 29,
1996, at Bi; David J. Berger and Martha Larosiliere, Takeover Battles Now Rage on the Internet,
NAT'L L.J., Apr. 15, 1996, at C1.
23. Microbrewer'sStock to Trade in Cyberspace, Bus. WIRE, Feb. 27, 1996, at 1; Lux, Wall
Street,supra note 19, at S2.
24. A. Jared Silverman, Cyberspace Offerings Raise Complex Compliance Issues, N.J.L.J.,
Dec. 25, 1995, at 10.
25. Jonathan Groner, Securities Law: RegistrationOnline, LEGAL TIMES, Mar. 6, 1995, at 49.
26. Microbrewer'sStock to Trade in Cyberspace, supra note 23, at 1.
27. Jared Silverman, Securities Regulation on the Internet, LEGAL TIMES, July 8, 1996, at 20.
28. 17 C.F.R. § 230.251(b) (1996).
29. James E. Grand and Gary Lloyd, Internet IPOs: A Potential Oasis for Small
Companies, UPSIDE, July 1996, at 91; see also 17 C.F.R. § 230.251.
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and illustrates how an offering in cyberspace may be

About a year after the direct offering, Andrew Klein, the founder
of Spring Street, developed another novelty: an Internet-based
securities trading system. Klein created Wit-Trade, a bulletin board
trading mechanism which it placed on its "web site,"' to facilitate
trading and provide liquidity for Spring Street investors.33 Wit-Trade
allows people who want to buy or sell shares to find trading partners at
a web site while bypassing existing exchanges, to make trades without
using brokers or paying commissions, to see recent trading activity,
and to examine the company's financial reportsAn Wit-Trade proved to
highlight "the growing friction between the technology explosion and
securities laws written before computers were born," and Klein
suspended the trading system under pressure from SEC regulators
while they researched related legal issues.35 Moving with alacrity, the
SEC issued a no-action letter days later, in which it allowed
resumption of the trading system so long as the system implemented
several enumerated investor protections, including using a bank or
escrow agent to receive checks from purchasers, and providing
information on transaction history and the risks of investing in illiquid
securities. 6 Significantly, the SEC advised that the sale of securities on
Wit-Trade involved an offer or sale by Spring Street under the 1933
Act, thereby requiring registration or an exemption. However, the
SEC also observed that a Regulation A exemption could be used in
connection with a trading service such as Wit-Trade. 7

30. Robert A. Mamis, Face to Face:Andy Klein, INC., July 1996, at 39-40.
31. Indeed, given the Internet's ability to reach a broad audience with immediacy, a
Regulation A offering would be a highly attractive option to smaller issuers wishing to use
cyberspace as their tool for raising capital. For a detailed look at Internet offerings under
Regulation A, including important considerations for potential cyberissuers, see generally Grand
and Lloyd, supranote 29.
32. A "web site" is an Internet user's collection of hypertext documents located on the
Internet network of computers.
33. Grand and Lloyd, supra note 29, at 20.
34. Microbrewer's Stock to Trade in Cyberspace, supra note 23, at 1.
35. Rob Wells, Brewer Suspends Internet Trading of its Stock, AsSOCIATED PREss, Mar. 20,

1996, available in 1996 WL 4417319.
36. Spring Street Brewery Co., SEC No-Action Letter, 1996 SEC No-Act. LEXIS 435, *2-4
(Mar. 22, 1996).
37. Id. at *4-5.
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Dozens of companies have followed or plan to follow the lead of
Spring Street in raising capital over the Internet.' At the same time,
entrepreneurs are launching companies that will compete with
traditional brokerage and investment banking services by assisting
other companies in going public over the Internet and by providing
Internet-based securities trading systems.3 9
The SEC has responded to the growth in information technology.
In 1984, the SEC instituted the "Edgar" database system. 4 "Edgar, an
acronym for Electronic Data Gathering And Retrieval,"' 41 is a
computer-based system which allows investors to have access to a
databank containing disclosure reports filed under the federal
securities laws.42
In 1994, the SEC discovered cyberspace, making paperless filings
on its "Edgar" database available on the Internet.43 In September
1995, the SEC launched its new World Wide Web site.' The SEC web
site offers a broad menu of services, including: corporate financial
information from the "Edgar" database; information about SEC
operations and the statutes it implements; speeches, congressional
testimony and press releases; daily information on enforcement
38. Rami Grunbaum, Logos First State Company to Test IPO on Internet, 17PUoGET SOUND
Bus. J. 1 (July 5, 1996); see also Evan Hansen, Internet Drives Renewed Interest in Direct
Offerings, RECORDER, Aug. 15, 1996, at 1; Jim Gallagher, Small Firms Turning to the Internet to
Raise Capital,ST. Louis POST-DISPATCH, Aug. 11, 1996, at 1E.
39. Academic Plans Launch of Internet IPO System, 23 SEC. WK. 1 (Aug. 19, 1996)
(InterBourse); Spring Street's Klein Setting Up DigitalBroker that Allows Retail Access to Trade
in Secondary Market, 23 SEC. WK. 3 (July 22, 1996) (Wit Capital Corp.); Staff Grants Company
Relief to ProvideMarket in its Own Shares on Internet 28 SEC. REG. L. & REP. (BNA) 850 (July 5,
1996) (Real Goods Trading Corp.); Michael Selz, Small Stock Issuers Find a New Market on the
Internet, WALL ST. J., May 14, 1996, at B2 (Direct Stock Market, Inc.); Gerald R. Boyce, Offering
and Trading Securities on the Internet, N.Y.L.J., May 9, 1996, at 5 (Web Securities LLC);
Company Plans to Develop a World Wide Web Based Securities Trading System, as Well as Offer
Consutling to Companies Using the Internet to Raise capital, PR NEWSWIRE available in LEXIS,
News Library (Apr. 29, 1996) (Internet Securities Trading Corp.).
40. Langevoort, supra note 16, at 757-58; Use of Electronic Media for Delivery Purposes,
supra note 1, at 53,458.
41. Langevoort, supra note 16, at 758 n.41.
42. Id. at 758. According to the SEC, as of October 1995, more than 70% of all domestic,
publicly held companies file electronically through "Edgar." By May 1996, all domestic
registrants will face a requirement to file electronically through "Edgar." Use of Electronic Media
for Delivery Purposes,supra note 1, at 53,458.
43. Rogue Brokers: Hearing Before the Subcomm. on Telecommunications and Finance of
the House Comm. on Energy and Commerce, 103rd Cong., 2nd Sess. 120 (1994)(statement of
John Perkins, Commissioner of Securities Office of the Missouri Secretary of State on the Behalf
of North American Securities Administrators Association).
44. SEC Launches Web Site, 27 FED. SEC. L. REP. (CCH) 38 (Sept. 29, 1995).
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actions; and rulemaking proposals and final rules.' Through the web
site, investors located in any capital market with access to a computer
and Internet interface can receive information filed with the SEC on a
next-day basis.'
One of the most recent developments in securities law at the
behest of communications technology has been the debate concerning
use of electronic media by market participants to satisfy information
disclosure requirements under the federal securities laws. In October
1995, the SEC issued an interpretive release clarifying recent rules
concerning the transmission of prospectuses and other corporate
information to investors by means of electronic delivery.47 In doing so,
the SEC emphasized the importance of communications technology in
enhancing the efficiency of the securities markets, the ability of
investors to access, research, and analyze securities information, and
the rapid dissemination of information by issuers and other members
of the investment community.' Under the interpretive guidelines for
electronic delivery,49 an issuer or other party can satisfy delivery
obligations under the federal securities laws over the Internet, through
on-line services, or via other computer networks. 5°
45. Id. The SEC Commissioner recently related that about 7,000 people daily access the
SEC's web site. SEC to Issue Task Force Report on Streamlining Rules, Wallman Says, 28 SEC.
REG. & L. REP. (BNA) 154 (Feb. 2, 1996).
46. SEC Launches Web Site, supra note 44, at 38.
47. See generally Use of Electronic Media for Delivery Purposes, supra note 1. Earlier in
1995, the SEC had issued an interpretive letter approving the use, under specified conditions, of
electronic prospectuses in connection with public offerings registered under the 1933 Act. The
SEC had formulated three conditions to be met for a prospectus to be considered "delivered:"
(1) that electronic prospectuses disclose the same information as paper prospectuses; (2) that the
customer make a revocable written election to receive information electronically; and (3) that
certain rules concerning access and notice are followed. Joseph McLaughlin, SEC Approves Use
of Electronic Prospectuses and Proposes T+3 Relief, INSIGHTS, Apr. 1995, at 4; see also Use of
Electronic Media for Delivery Purposes,supra note 1, at 53,459.
48. Use of Electronic Media for Delivery Purposes,supra note 1, at 53,458.
49. For purposes of the release, the SEC defined "electronic" to include media such as CDROM, electronic mail, bulletin boards, Internet web sites, and computer networks that can be
utilized to provide documents required by the federal securities laws to security holders,
investors, and offerees. Such documents include prospectuses to be furnished in connection with
offerings and annual reports or proxies to be furnished to security holders. Id. at 53,459 n.9.
50. Id. at 53,460. The SEC's interpretive release discusses in detail the factors relevant to
determining whether the legal requirements pertaining to delivery of documents have been
satisfied. Id. at 53,460-61; see also SEC Wrestles with Electronic Disclosure, INS. ACCT., Nov. 20,
1995, at 1. In determining whether statutory delivery requirements have been met, the issuer
must provide timely and adequate notice to the investor that the information is available and the
investor must have access to the information. SEC Issues Releases Concerning Use of Electronic
Media, INSIGHTS, Nov. 1995, at 34. In addition, the SEC release provides fifty-two hypothetical
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In May 1996, the SEC built upon this interpretive release by
adopting a series of technical amendments51 and by promulgating a set
of new rules on electronic communications by brokerage firms and
investment advisors.52 This latter set of rules concerns the procedural
aspects of information delivery under the federal securities laws while
leaving intact the substantive requirements and liability provisions
applicable to paper-based media.53 As a result, brokerage firms and
investment houses that utilize the Internet, its electronic mail, or its
communications services to deal with customers will know better how
to do so without violating federal securities laws.
Significantly, the SEC has reacted with cautious support of
Internet securities offerings and trading systems. For example, in June
1996, the SEC issued a legal opinion in which it approved a public
company's proposal to operate an Internet-based trading system
exempt from certain registration requirements under the federal
securities laws. Under the approved proposal, the trading system
would function as a passive bulletin board providing information to
prospective buyers and sellers, and the company would have no role in
effecting any transactions.' The SEC's no-action letter makes the first
time that the SEC has given formal approval to a company to operate
a market for its stock over the Internet.55
The securities industry is, thus, adapting to a new cyberspace era
fostered by the growth of information technology.' Cyberspace has
created a host of potential legal questions and challenges for courts
examples to illustrate the application of the rules and whether or not delivery requirements have
been met. Use of Electronic Media for Delivery Purposes,supra note 1, at 53,461-67. However,
further discussion of these factors and examples are beyond the scope of this Note.
51. See generally Use of Electronic Media for Delivery Purposes, 1996 SEC LEXIS 1298, 61
Fed. Reg. 24,652 (May 9, 1996) (to be codified at 17 C.F.R. §§ 200, 228, 229, 230, 232, 239, 240,
270, 274).
52. Use of Electronic Media Broker-Dealers, Transfer Agents and Investment Advisors for
Delivery of Information, 1996 SEC LEXIS 1299, 61 Fed. Reg. 24,644 (May 9, 1996) (to be
codified at 17 C.F.R. §§ 231, 241,271, 276).

53. Id. at *5.
54. Real Goods Trading Corp., SEC No-Action Letter, 1996 SEC No-Act. LEXIS 566
(June 24, 1996).
55. SEC Moves Cautiously on Internet Markets,WALL ST. LETrER, July 8, 1996, at 6. For an
analysis of the SEC no-action letter in the Real Goods case, see Gerald R. Boyce, Internet Stock
Trading and the SEC, N.Y.L.J., July 5, 1996, at 5.

56. The SEC is not alone in its efforts to adapt to the electronic age. The United States
Patent & Trademark Office is currently endeavoring to create a system whereby patent and
trademark applications may be submitted in electronic form. Hunter L. Auyang, The Electronic
Filing of Applications with the United States Patent& Trademark Office, 17 HASTINGS COMM/ENT
L.J.853, 854 (1995).
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and regulatory bodies. For example, Internet offerings are still open to
liability concerns and compliance issues under the securities laws of
jurisdictions worldwide; therefore, securities practitioners need
caution their clients of the reigning uncertainty? This Note explores
the jurisdictional boundaries of securities transactions in cyberspace,
and a host of unanswered questions that emerge as a result.
II
ExtraterritorialJurisdiction
A distinctive feature of cyberspace is that it is an international
medium. For example, it enables someone to move seamlessly and
effortlessly from a web site posted in Asia to another web site posted
in the United States or Canada. A user can bounce between countries
with the click of a mouse.' Given this ability, "[c]ommunications
technology renders spatial distances and geographical boundaries
' With the increasing
relatively insignificant in securities transactions."59
internationalization of the securities markets and the rise in recent
years in cross-border equity investment and transnational movements
of capital,' questions concerning jurisdiction over securities
transactions in cyberspace have become more pressing. Does
jurisdiction reside in federal, state, or foreign courts? What is the
scope of these jurisdictions? What legal paradigms should courts use in
determining whether a non-resident user's Internet activities subject
the user to a foreign state's jurisdiction? 1 How will conflicts be
resolved?
In light of these questions, Part II of this Note examines
jurisdiction over "international cyberspace securities transactions."
57. Bradford P. Weirick, With the Internet Craze Reaching the Public-Offering Markets,
State, Federal and Foreign Regulators are Scrambling to Catch Up with TechnologicalAdvances,
NAT'L L.J., May 6, 1996, at B5.
58. Biegel, supra note 11, at 5.
59. Langevoort, supranote 16, at 762-63.
60. Seligman, supra note 15, at 652-53, 661-62; see also Bradley D. Belt, From the Industrial
Age to the Informational Age: Rethinking the Regulation of Securities Markets, 19 WASH. Q. 107
(July 1996); Kellye Y. Testy, Comity and Cooperation: Securities Regulation in a Global
Marketplace, 45 ALA. L. REV. 927, 930-32 (1994); Jill E. Fisch, Imprudent Power: Reconsidering
U.S. Regulation of Foreign Tender Offers, 87 Nw. U. L. REV. 523, 523 (1993).
61. At least one author has examined the issue of personal jurisdiction over a non-resident
Internet user defendant. See generally Richard S. Zembek, Jurisdiction and the Internet:
FundamentalFairnessin the Networked World of Cyberspace, 6 ALB. L.J. Sci. & TECH. 339 (1996).
However, the author's analysis is limited to Internet users residing in the United States and does
not address jurisdiction in the context of securities cases.
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This phrase refers to transactions that involve more than just
communications between domestic users 62 of the Internet, whether
between intrastate communicators or interstate communicators.
Instead, the phrase refers to two different situations: (1) where a user
posts information or messages "extraterritorially," enabling American
courts to assert jurisdiction by the "conduct" or effects" test; and (2)
where a user posts messages "domestically," raising the possibility that
foreign nations will assert jurisdiction over the transaction.
A threshold question to be asked when dealing with a securities
transaction in cyberspace is who has jurisdiction over it.' In the
United States, securities transactions traditionally have been subject to
the dual jurisdiction of state, or "blue sky," regulations and federal
laws. 4 Therefore, a securities offering must comply not only with
federal requirements, but laws of the states. However, cyberspace
brings the dual "possibility of a foreign government agency claiming
jurisdiction over what would normally be considered a United States
matter or a state securities agency or the SEC exerting jurisdiction
over what a foreign government would consider a purely domestic
matter."'
A securities offering accessible over the Internet poses an
exemplary situation where these dual possibilities become real. Each
jurisdiction may have its own definitions of what constitutes "a
security, an exempted transaction, an offer, and a regulated
transaction and a regulated person."'' As such, those using cyberspace
to raise capital or issue securities must realize that their solicitations
for capital may subject themselves, their postings, and their
transactions, to the regulations of the multiple jurisdictions in which
people can access these postings.67 This situation demonstrates the
need for an appropriate jurisdictional methodology in addressing
cyberspace securities transactions.

62. For purposes of this Note, the phrase "domestic users" refers to those users accessing
the Internet from within the United States. A domestic user posts a message "domestically." On
the other hand, an "extraterritorial user" is one who accesses the Internet from outside the
United States. An extraterritorial user posts a message "extraterritorially."
63. Silverman, supra note 24, at 10.
64. See generally Seligman, supra note 15, at 673-82; see also Annual Conference on
Uniformity of SecuritiesLaw, 1996 SEC LEXIS 944, at *2-3, 61 Fed. Reg. 15,487 (April 3,1996).
65. Silverman, supra note 24, at 10.
66. Id.
67. Id.
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Under established law, for an American court to apply federal
securities laws to transnational securities transactions, two
requirements must be met: (1) a transaction must have sufficient
minimum contacts with the United States to justify the exercise of
subject matter jurisdiction; and (2) each party must have sufficient
minimum ties to the United States to permit the exercise of personal
jurisdiction.' In cyberspace, both of these elements-subject matter
jurisdiction and personal jurisdiction-present problems.
A. Subject Matter Jurisdiction Over "Traditional" Transnational Securities
Transactions

69

70
In light of an ambiguous jurisdictional mandate from Congress,
American courts over the years have used expansive notions of
jurisdiction in applying federal securities laws to transnational
securities transactions.71 However, the courts have attempted to limit
their extraterritorial powers through the application of the "conduct"
test and the "effects" test. 2 "Satisfaction of either test is deemed to
permit U.S. courts to confer subject matter jurisdiction over a
transnational transaction. "'I
First, under the "conduct" approach in transnational securities
fraud cases, significant acts or conduct by a defendant in the United
States will establish jurisdiction of domestic courts for any fraud

68. Fisch, supra note 60, at 549.
69. By the phrase "traditional transnational securities transaction," this Note refers to those
transnational transactions not involving cyberspace as a means of communication.
70. Note, Predictability and Comity: Toward Common Principles of Extraterritorial
Jurisdiction,98 HARV. L. REV. 1310, 1314 (1985).
71. Fisch, supra note 60, at 524. This notion of broad extraterritorial jurisdiction exists
despite indications that Congress's primary purpose in enacting the federal securities laws was to
regulate domestic securities markets, and that there is no clear evidence that the laws were
intended to apply to foreign transactions. Id. at 547-48. In addition, a review of the legislative
history indicates that Congress did not consider the extent to which American courts should have
jurisdiction in cases involving predominantly foreign securities transactions with some connection
to the United States. The international connection in the securities market then was not nearly as
complex or extensive as it is now. Zoelsch v. Arthur Andersen & Co., 824 F.2d 27, 30 (D.C. Cir.
1987). However, even if Congress intended the federal securities laws to have broad
extraterritorial application, one might argue that Congress is limited by the due process clause in
its ability to intrude on the interests of foreign sovereigns. See generally Lea Brilmayer, The
ExtraterritorialApplication of American Law: A Methodological and ConstitutionalAppraisal, 50
J.L. & CONTEMP. PROBS. 11 (Summer 1987).
72. Testy, supra note 60, at 933.
73. Id. at 933-34.
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victim.74 Under the "effects" test, any fraudulent conduct that causes
significant adverse effects to markets in the United States or American

investors, even if it occurs predominantly abroad, will confer
jurisdiction.75 Most commonly, courts look first for fraudulent acts in
the United States as a way of side-stepping the inquiry into the effect
of foreign acts on the United States.76

Where a plaintiff makes the requisite showing under either the
"conduct" or "effects" test for subject matter jurisdiction, the
defendant may be held to the registration requirements of the federal

securities laws,77 unless exempt.7' The defendant may also be subject
to a variety of civil and criminal sanctions for failure to comply,' the

74. Id. at 934. American courts disagree about the extent of the domestic conduct necessary
for jurisdiction. Id. at 934-35. In the most restrictive view, domestic acts must "'directly cause' the
losses suffered by investors and not be 'merely preparatory' to the alleged fraud." Id. (citing lIT
v. Cornfeld, 619 F.2d 909, 917 (2d Cir. 1980)). In the broadest view, significant activity to further
a fraudulent scheme can trigger jurisdiction. See, e.g., SEC v. Kasser, 548 F.2d 109, 115 (3d Cir.),
cert. denied, 431 U.S. 938 (1977) (finding jurisdiction appropriate where "at least some activity
designed to further a fraudulent scheme occurs within this country"). For other cases interpreting
the "conduct" test, see Zoelsch, 824 F.2d at 31-33 (holding jurisdiction requires direct causation);
lIT v. Vencap, Ltd., 519 F.2d 1001 (2d Cir. 1975) (holding jurisdiction does not extend to
preparatory activities when most of the activity is performed outside the United States); Bcrsch
v. Drexel Firestone, Inc., 519 F.2d 974 (2d Cir.), cert. denied, 423 U.S. 1018 (1975).
75. Testy, supra note 60, at 935. For other cases interpreting the "effects" test, see
Consolidated Gold Fields PLC v. Minorco S.A., 871 F.2d 252 (2d Cir.), modified by 890 F.2d 569
(2d Cir.), cert. dismissed, 492 U.S. 939 (1989); Des Brisay v. Goldfield Corp., 549 F.2d 133 (9th
Cir. 1977).
76. Predictabilityand Comity: Toward Common Principlesof ExtraterritorialJurisdiction,
supra note 70, at 1315.
77. For example, it is "unlawful for any person, directly or indirectly, to make use of any
means or instruments of transportation or communication in interstate commerce or of the mails
to offer to sell or to buy through the use or medium, of any prospectus or otherwise any security,
unless a registration statement has been filed.
... 1933 Act, § 5(c), 15 U.S.C. § 77e(c) (1994).
78. Certain types of securities are exempt from the registration requirements, including, but
not limited to: private offerings of securities to a limited number of institutions or persons who
have access to the type of information that registration would disclose; certain governmental
securities; offerings restricted to residents of the state in which an issuing company is organized
and doing business; and offerings less than specified amounts which are made in compliance with
SEC regulations. CORPORATIONS 1407-08 (William L. Cary, Melvin A. Eisenberg eds., 7th ed.
unabridged 1995).
79. See 1933 Act §§ 11, 12, 15 U.S.C. § 77k, 771 (1994) (discussing civil liability and private
remedies for failure to register and communicating false registration statements); 1933 Act
§ 17(a), 15 U.S.C. § 77q(a) (1994) (prohibiting, in connection with the sale of securities, any
untrue statement of a material fact or any omission to state a material fact that would make the
statement misleading); 1933 Act § 24, 15 U.S.C. § 77x (1994) (authorizing monetary penalties or
imprisonment for willful violation).
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enforcement authority of the SEC,' and the jurisdiction of the federal
courts. 81 In addition, the defendant may be held to other anti-fraud
provisions and penalties of the Securities Exchange Act of 1934,82 and
be subject to the SEC's enforcement authority' and the jurisdiction of
the federal courts.' 4 Furthermore, the defendant may be haled into
court even if the violations occur internationally.'
The judicial decisions that establish the broad extraterritorial
reach of the American courts are critical to an understanding of how
jurisdiction may be extended in cyberspace securities transactions. The
Second Circuit, in particular, has been an aggressive leader "in

80. See 1933 Act § 8A, 15 U.S.C.A. § 77h-1 (West Supp. 1996) (discussing power of SEC to
enter a cease and desist order and to require accounting and disgorgement); 1933 Act § 20, 15
U.S.C. § 77t (1994) (discussing power of SEC to bring action in federal court to enjoin violations
of the registration requirements, or to seek civil penalties, or to transmit evidence to the United
States Department of Justice to undertake a criminal prosecution).
81. See 1933 Act § 22(a), 15 U.S.C. § 77v(a) (1994) (conferring jurisdiction on the district
courts of the United States over offenses and violations of the Securities Act provisions and all
suits in equity and at law brought to enforce any liability or duty created by the Act).
82. For example, section 10(b) provides that a person may not, "directly or indirectly, by
the use of any means or instrumentality of interstate commerce or of the mails . . . use or
employ, in connection with the purchase or sale of any security . . . any manipulative or
deceptive device or contrivance.
...
1934 Act § 10(b), 15 U.S.C. § 78j(b) (1994). Rule lOb-5,
promulgated pursuant to § 10(b), provides content to the general directive of section 10(b). See
17 C.F.R. § 240.10b-5 (1984). See also 1934 Act § 32, 15 U.S.C. § 78ff (1994) (authorizing
monetary penalties or imprisonment for willful violation); Kardon v. National Gypsum, 69 F.
Supp. 512 (E.D. Penn. 1946) (authorizing implied private cause of action for § 10(b) and 10b-5
cases).
83. See 1934 Act § 21(d), 15 U.S.C. § 78u(d) (1994) (authorizing SEC to bring injunction
proceeding in a United States district court); 1934 Act § 21A, 15 U.S.C.A. § 78u-1 (West Supp.
1996) (authorizing SEC to bring action in a United States district court for certain insider trading
violations); 1934 Act § 21C, 15 U.S.C.A. § 78u-3 (West Supp. 1996) (discussing power of SEC to
enter a cease and desist order and to require accounting and disgorgement).
84. See 1934 Act § 27, 15 U.S.C. § 78aa (1994) (conferring jurisdiction on the district courts
of the United States over offenses and violations of the Securities Exchange Act provisions and
all suits in equity and at law brought to enforce any liability or duty created by the Act); 1934 Act
§ 21A, 15 U.S.C.A. § 78u-l(a)(1)(A) (West Supp. 1996) (conferring jurisdiction on the court to
impose civil penalties for certain insider trading violations).
85. Recently, however, the SEC has taken action to minimize registration requirements for
transnational securities offerings. In 1990, for example, the SEC adopted Rule 144A, which
provides an exemption from registration of securities sold to qualified institutional buyers. See
James R. Doty, The Role of the Securities and Exchange Commission in an Internationalized
Marketplace, 60 FORDHAM L. REV. S77, S87-88 (1992). In 1990, the SEC also adopted Regulation
S,which relaxes the registration requirements of the Securities Act of 1933 for offshore securities
transactions. See Josh Futterman, Evasion and Flowback in the Regulation S Era: Strengthening
U.S. Investor Protection While Promoting U.S. Corporate Offshore Offerings, 18 FORDHAM INT'L
L. J.806, 825-26 (1995).
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establishing the parameters of the federal courts' subject matter
jurisdiction over transnational securities fraud."'
The Second Circuit clarified the general rules concerning the
conduct and effects tests in Bersch v. Drexel Firestone.' In Bersch, a
Canadian corporation had sold stock in an international public
offering to citizens of many countries. 8 The stock had not been listed,
registered or directly marketed.' A group of plaintiffs which consisted
primarily of citizens and residents from Europe, Canada, Asia, Africa,
and South America, with some Americans, filed a class action suit
against the foreign corporation, including its chief officers and
shareholders, a group of underwriters, and an accounting firm, alleging
securities violations involving misrepresentations in prospectuses.' °
In grappling with the conduct test, the Bersch court laid out
different standards for determining subject matter jurisdiction.9 1 These
standards depended primarily upon the fraud victim's relationship
with the United States. First, where the victim is an American resident
in the United States, the anti-fraud provisions apply whether or not
the acts, or failures to act, occurred in the United States. 2 Second,
where the victim is an American resident abroad, the anti-fraud
provisions apply if, but only if, the acts or failures to act have
significantly contributed to the victim's losses. 3 In this category,
merely preparatory activities by the defendant in the United States are
sufficient to invoke jurisdiction. 4 Third, the anti-fraud provisions do
not apply where the victim is a foreigner outside the United States
unless acts or failures to act in the United States directly caused the
victim's losses. 5 Congress, the court held, did not intend for "the
United States to be used as a base for fraudulent securities schemes
even when the victims were foreigners, at least in the context of suits
by the SEC or by named foreign plaintiffs."I
86. James J. Finnerty III, The "Mother Court" and the Foreign Plaintiff: Does Rule lOb-5
Reach Far Enough?, 61 FORDHAM L. REV. S287, S289 (1993) (citations omitted).
87. Bersch v. Drexel Firestone, Inc., 519 F.2d 974 (2d Cir.), cert. denied, 423 U.S. 1018
(1975).
88. Id. at 977-81.
89. Id.
90. Id.
91. Id. at 991-93.
92 Id. at 993.
93. Id.
94. Id. at 992.
95. Id. at 993.
96. Id. at 987. See aLso IIT v. Vencap, Ltd., 519 F.2d 1001 (2d Cir. 1975).
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In addressing jurisdictional concerns when fraudulent acts are
committed outside the United States, the Bersch court explained that
the quality of the effect in the United States was critical to the
determination of subject matter jurisdiction:
[T]here is subject matter jurisdiction of fraudulent acts relating to
securities which are committed abroad only when these result in
injury to purchasers or sellers of those securities in whom the United
States has an interest, not where acts simply have an adverse affect
97
[sic] on the American economy or American investors generally.
In applying these standards, the Bersch court asserted jurisdiction
over the American plaintiffs' complaint where they demonstrated that
conduct by the specific defendant affected American investors.9
However, the court concluded that there was no subject matter
jurisdiction supporting the complaints of the foreign plaintiffs, since
their allegation of an adverse general effect in the United States was
insufficient' and the action and inaction which occurred in the United
States were not sufficiently direct or material in comparison to the
defendant's activities abroad." °
The argument has been raised that application of the anti-fraud
provisions extraterritorially, in particular section 10(b) of the 1934
Act, 1 ' would violate international law. °2 However, this argument has
been unsuccessful." For example, the Second Circuit dispensed with
this argument by invoking the Restatement of Foreign Relations Law
section 17.1° Section 17 provides that the nation where conduct occurs
has jurisdiction to displace other nations' laws and to direct its courts
to apply its own laws."° As such, the Second Circuit held that, where a
fraudulent act occurred in the United States in violation of section
10(b), a United States court would have the directive to displace
6
foreign law and, as a matter of conflict of laws, apply American law.1
97. Bersch, 519 F.2d at 989 (citations omitted).
98. Id. at 992-93.
99. Id. at 987-88.

100. Id. at 986-87.
101.
102.

See supra text accompanying note 82.
See, e.g., Leasco Data Processing Equip. Corp. v. Maxwell, 468 F.2d 1326, 1338-39 (2d

Cir. 1972).
103. Id.
104. Id. at 1339.
105. Id. The Restatement (Third) of Foreign Relations Law covers jurisdiction under the
securities laws.

RESTATEMENT (THIRD) OF FOREIGN RELATIONS LAW OF THE UNITED STATES §

416

(1986). In section 416, the Third Restatement supports an expansive notion of jurisdiction. Testy,
supra note 60, at 936-37.
106. Leasco Data ProcessingEquip. Corp., 468 F.2d at 1339.
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In Personam Jurisdiction Over "Traditional" Transnational Securities
Transactions

To establish personal jurisdiction a defendant must purposefully
have directed "minimum contacts" toward a forum state such that he
could reasonably anticipate being haled into court there.1' While the
minimum contacts analysis has been extensively examined in the
domestic context,"~ the future is uncertain given the lack of precedent
in the international context,' 9 and particularly with the new medium
of cyberspace. 110
More often than not, courts have addressed subject matter
jurisdiction to the exclusion of personal jurisdiction issues when
dealing with transnational securities transactions."' However, the
Second Circuit also has addressed personal jurisdiction in the context
of applying the federal securities laws extraterritorially. 12
In Leasco Data ProcessingEquipment Corp., the plaintiffs alleged

that the defendants, most of whom were British citizens or
corporations, conspired to cause them to purchase stock in a British
corporation at prices above its value, violating section 10(b) of the
1934 Act. 3 The defendants claimed that the United States district
court lacked both subject matter jurisdiction and personal jurisdiction
"because of the foreign elements in the transaction in suit. 11n 4 The
plaintiffs, however, asserted personal jurisdiction on the basis of

107. See, e.g., Asahi Metal Indus. Co. v. Superior Court, 480 U.S. 102 (1987); Burger King
Corp. v. Rudzewicz, 471 U.S. 462 (1985); Calder v. Jones, 465 U.S. 783 (1984); World-Wide
Volkswagen Corp. v. Woodson, 444 U.S. 286 (1980).
108. See cases cited supra note 107; see also Hanson v. Denckla, 357 U.S. 235 (1958);
International Shoe Co. v. Washington, 326 U.S. 310 (1945).
109.

Predictability and Comity: Toward Common Principlesof ExtraterritorialJurisdiction,

supra note 70, at 1328 n.96.
110. The case law with respect to personal jurisdiction on the Internet is undeveloped.
However, at least two reported cases have addressed jurisdictional issues in the on-line context.
In those cases, the courts applied existing jurisdictional jurisprudence in their determination of
jurisdiction over a non-resident user of the Internet. See CompuServe Inc. v. Patterson, Case No.
C2-94-91, 1994 U.S. Dist. LEXIS 20352 (S.D. Ohio Aug. 11, 1994) (granting motion to dismiss for
lack of personal jurisdiction because "defendant's electronic links to the State of Ohio are too
tenuous to support the exercise of personal jurisdiction"); Pres-Kap, Inc. v.System One, Direct
Access, Inc., 636 So. 2d 1351 (Fla. Dist. Ct. App. 1994).
111. See, e.g., IIT v. Cornfeld, 619 F.2d 909 (2d Cir. 1980); Des Brisay v. Goldfield Corp., 549
F.2d 133 (9th Cir. 1977).
112. See, e.g., Bersch v. Drexel Firestone, Inc., 519 F.2d 974, 998-1000 (2d Cir.), cert. denied,
423 U.S. 1018 (1975); Leasco Data ProcessingEquip. Corp., 468 F.2d at 1339-44.
113. Leasco Data ProcessingEquip. Corp., 468 F.2d at 1330-33.

114. Id. at 1330.
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section 27 of the 1934 Act 15 and, in the alternative, on the basis of a
6
New York long-arm statute for personal jurisdiction."
The Leasco court held that Congress intended section 27 to
extend personal jurisdiction over foreigners not present in the United
States to the full extent allowed under the Fifth Amendment due
process clause u 7 In so holding, the Leasco court looked to two
sources for determining the boundaries of due process: the Supreme
Court's seminal statements on personal jurisdiction in Hanson v.
Denkla"8 and the Restatement (Second) of the Conflict of Laws." 9
In Hanson v. Denckla, the Supreme Court declared that where a
person is not personally present and no other demonstrable basis for
jurisdiction exists, there must be some conduct by which the defendant
"purposefully avails itself of the privilege of conducting activities
within the forum State."' The Restatement (Second) of Conflict of
Laws amplified this approach, providing that:
A state has the power to exercise judicial jurisdiction over an
individual who causes effects in the state by an act done elsewhere
with respect to any cause of action arising from these effects unless
the nature of the effects and of the individual's relationship
to the
1
state makes the exercise of such jurisdiction unreasonable.
In determining whether an assertion of personal jurisdiction is
"reasonable"-consonant with due process, the Leasco court
concluded that a defendant's extraterritorial conduct must be
sufficiently extensive such that the defendant "must know, or have a
good reason to know, that his conduct will have effects in the state
seeking to assert jurisdiction over him."'' Under this theory, the court

115. Id. at 1339; Section 27 of the 1934 Act vests the district courts with jurisdiction over an
action "to enforce any liability created by this -title or the rules and regulations promulgated
thereunder." 1934 Act § 27, 15 U.S.C. § 78aa (1994).
116. Leasco Data ProcessingEquip. Corp., 468 F.2d at 1339.
117. Id. at 1339. As such, the court determined that it would not reach the issue of the
applicability of the New York long-arm statute. Id.
118. 357 U.S. 235 (1958).
119.

RESTATEMENT (SECOND)

OF CONFLICT OF LAWS §§ 35-37 (1969). The Restatement

provides for personal jurisdiction in three different contexts: doing business in a forum state
(§ 35); doing an act in a forum state (§ 36); and causing effects in a forum state by doing an act
elsewhere (§ 37). See Bersch, 519 F.2d at 998-1000 (finding no in personam jurisdiction on the
basis of doing business in a forum state, doing an act in a forum state or causing effects in a forum
state by an act done elsewhere).
120. Hanson, 357 U.S. at 253.
121. RESTATEMENT (SECOND) OF CONFLICT OF LAWS § 37 (1969).
122. Leasco Data ProcessingEquip. Corp., 468 F.2d at 1341 (citation omitted).
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held that, on the facts before it on a motion to dismiss, it could not
exercise personal jurisdiction with respect to at least two defendants.'
Given that the United States Supreme Court has examined the
area of personal jurisdiction since Leasco,' an examination of
personal jurisdiction over securities transactions would be incomplete
without a brief analysis of more recent Supreme Court jurisprudence.
Following InternationalShoe" and Hanson v. Denckla, the Court

has continued to apply a two-prong test in examining whether
personal jurisdiction comports with due process. First, "the
constitutional touchstone remains whether the defendant established
'minimum contacts' in the forum state."' I Second, these contacts must
be considered in light of other factors to determine whether in
personam jurisdiction would offend traditional notions of fair play and
substantial justice embodied in the Due Process clause.2' Once a
plaintiff establishes the defendant's purposeful availment, the
defendant "must present a compelling case that the presence of some
other considerations would render jurisdiction unreasonable."'
In applying this test, the Supreme Court has fleshed out which
factors are dispositive in determining whether the exercise of personal
jurisdiction over an out-of-state litigant violates due process. First, a
defendant may not be haled into a jurisdiction solely on the basis of
123. Id.at 1342-43. The first defendant was a British accounting firm. The plaintiffs averred
that the firm must have known that false and misleading audit reports that it prepared on a
British corporation selling securities would have been given to and relied upon by prospective
purchasers of shares. However, the court found that such worldwide reliance alone was
insufficient. Id. at 1342. The second defendant was both the director of the British corporation
selling securities and a senior partner in the law firm acting as the corporation's solicitor. He
participated in meetings in the United States, whereinhis partner made the misrepresentative
statements to the plaintiffs. The court concluded that the partnership relation alone was
insufficient to confer personal jurisdiction over him without additional evidence that he took a
part in the misrepresentations in the meetings. Id. at 1342-44.
124. See cases cited supra note 107.
125. 326 U.S. 310 (1945) (holding that due process requires that a defendant have sufficient
ties with a forum state for the imposition of personal jurisdiction).
126. 357 U.S. 235 (1958) (holding that to have minimum contacts a defendant must
purposefully avail itself of conducting activities within a forum state).
127. Burger King Corp. v. Rudzewicz, 471 U.S. 462,474 (1985).
128. Id. at 476. In its jurisprudence, the Court has utilized several factors: (1) the burden
on the defendant; (2) the forum state's interest in adjudication; (3) the plaintiff's interest in
obtaining convenient and effective remedy; (4) the interstate judicial system's interest in
obtaining efficient resolution of controversies; and (5) the shared interest of the states in
furthering fundamental social policies. Id. at 476-77; see also World-Wide Volkswagen Corp. v.
Woodson, 444 U.S. 286,292 (1980).
129. Burger King Corp., 471 U.S. at 477.
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fortuitous contacts with the forum.' Second, foreseeability alone is
not a sufficient benchmark for personal jurisdiction.' 1 Rather, due
process requires that a defendant put its product into the "stream of
commerce" with the expectation that it will be purchased by
consumers in the forum statei m
Third, jurisdiction is proper where a defendant's intentional and
knowing conduct is directed at the forum state. 3 Next, where a
defendant establishes a substantial and continuing relationship with a
forum state, a court may assert personal jurisdiction. 134
Most recently, the Supreme Court addressed personal jurisdiction
in the context of a foreign defendant.' In Asahi Metal Industries Co.
v. Superior Court, a Taiwanese company that manufactured the tube
used in certain motorcycle tires filed an indemnification claim against
a Japanese company that supplied it with the tube valve assemblies.L%
The Court concluded that the exercise of personal jurisdiction
consonant with the due process clause required more than the
placement of the product into the stream of commerce:"
The placement of a product into the stream of commerce, without
more, is not an act of the defendant purposefully directed toward
the forum state . . . . [A] defendant's awareness that the stream of
commerce may or will sweep the product into the forum state does
not convert the mere act of placing the product into138the stream into
an act purposefully directed toward the forum state.
The Court also observed that additional conduct must be proven
to indicate the defendant's intent to serve the market in the forumfor example, designing a product for a forum, advertising in the forum,
establishing channels for advice to customers in the forum, and
130. World-Wide Volkswagen Corp., 444 U.S. at 298 (holding that a plaintiff's mere
unilateral act of bringing products into the forum was not sufficient to constitute minimum
contacts for personal jurisdiction where defendant did not serve or seek to serve the particular
market forum).
131. Id. at 296.
132. Id. at 297-98.
133.

Calder v. Jones, 465 U.S. 783, 789-91 (1984).

134. Burger King Corp., 471 U.S. at 479-80, 487.
135. Asahi Metal Indus. v. Superior Court, 480 U.S. 102 (1987).
136. Id. at 106. The manufacturer had been sued by a California citizen in a California state
court after his rear motorcycle tire had burst while riding. The manufacturer filed a crosscomplaint against the supplier from Japan, who then challenged personal jurisdiction. Id. at 10506.
137. After the World-Wide Volkswagen case seven years earlier, the lower courts had
struggled with the interpretation of the stream of commerce theory. Id. at 110.
138. Id. at 112.
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marketing through a distributor serving as its agent in the forum.'
Without such a showing, a plaintiff has not demonstrated purposeful
availment, and the exercise
of personal jurisdiction exceeds the limits
14
clause.
process
due
of the
C. Jurisdiction Over Cyberspace Securities Transactions

To what extent might American courts or the SEC assert
jurisdiction over international cyberspace securities transactions? 41
Two sources offer the best evidence for predicting what the courts'
extraterritorial approach to cyberspace may be: (1) the conventional
rules for subject matter jurisdiction and personal jurisdiction over
traditional transnational securities transactions;42 and (2) current
evidence of the SEC's position regarding enforcement.
1.

The ConventionalRules

With regard to subject matter jurisdiction, American courts would
presumably first utilize the "conduct" and "effects" approach, 43
supplemented by international law principles expressed in the
Restatement (Second) of Foreign Relations Law of the United
States.' With regard to personal jurisdiction, American courts would
presumably extend jurisdiction to the full limits of the Due Process
clause. The boundaries of due process would be determined by the
application of the personal jurisdiction rules set out by the Supreme
Court and the Restatement (Second) of Conflict of Laws.'45 Thus,
under the conventional analysis, existing rules simply would be applied
to the new medium.
2.

Evidence of the SEC's Future Enforcement Position

A recent article by the SEC's General Counsel, James Doty, is
highly instructive concerning the SEC's willingness to avail itself of the
courts' broad extraterritorial power in the future.' In his article, Doty
139. Id.
140.
141.
142.
143.
144.

See id. at 112-13.
See supra text accompanying note 62.
See discussion supra Parts 11(A), 11(B).
See supra text accompanying notes 74-100.
Predictability and Comity: Toward Common Principlesof ExtraterritorialJurisdiction,

supra note 70, at 1314-15.
145. See discussion supra Part II(B).
146. Doty, supra note 85, at S82. Mr. Doty notes at the outset of his article that the views
expressed therein are his and may not represent the views of the SEC. Id. at 77. Nevertheless, the
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emphasizes that the broad standards espoused in the extraterritorial
decisions are critical to the SEC's role as defined by Congress-to
regulate domestic markets and protect United States investors.
According to Doty, the courts' jurisdictional decisions are "crucial to
the Commission's ability to bring enforcement actions to protect
United States markets and United States investors."147 He says that
"[t]he commission's enforcement program can be effective only if the
actions it brings result in enforceable judgments."' With the casting
of a broad jurisdictional net by the federal securities laws and
American courts, the SEC can pursue civil penalties, disgorgement,
and assets freezes, taking the profit out of fraudulent activities. 49 This
view, together with the already broad sweep of the American courts,
portends an expansive jurisdictional arm in cyberspace.
3.

Problems with the "Simple" Application of the ConventionalRules

The "simple" application of the conventional rules within the
cyberspace context raises numerous practical problems. First, the
parameters of personal jurisdiction in the international context have
yet to be examined in detail by American courts. Cyberspace, in
particular, provides a challenge in determining the boundaries of the
minimum contacts analysis. Second, cyberspace securities transactions
are uniquely different from the genre of transnational securities
transactions that American courts have previously analyzed in
formulating the rules for applying extraterritorial jurisdiction. The
subject matter of the transactions are similar-an offer to buy stock,' °
a hostile tender offer,' 5 ' a solicitation to participate in an investment
plan,' or a sale of investment contracts, debentures, and stock.'
However, a defendant committing securities fraud through use of the
Internet possesses a more attenuated connection with the forum state
than a defendant in a similar situation without the use of the Internet.
article must be viewed for what it is: a recent exploration of the appropriate role of the SEC in
the internationalized securities marketplace by an experienced, senior SEC employee.

147. Id. at S82.
148. Id.
149. Id.
150. See, e.g., Leasco Data Processing Equip. Corp. v. Maxwell, 468 F.2d 1326, 1330-33 (2d
Cir. 1972).
151. See, e.g., Consolidated Gold Fields PLC v. Minorco S.A., 871 F.2d 252, 254 (2d Cir.),
modified by 890 F.2d 569 (2d Cir.), cert. denied, 492 U.S. 939 (1989).
152. See, e.g., Zoelsch v. Arthur Anderson & Co., 824 F.2d 27,28-29 (D.C. Cir. 1987).
153. See, e.g., SEC v. Kasser, 548 F.2d 109, 110-11 (3d Cir.), cert. denied, 431 U.S. 938 (1977).
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In light of these problems, existing jurisdictional rules need to be
re-examined in order to bring clarity and predictability to cyberspace
securities transactions. Generally, there is a need to reel in the
American jurisdictional net to prevent overextension of
extraterritorial jurisdiction.' Specifically, the courts must formulate
definitions of "conduct" and "purposeful availment" specific to
cyberspace securities transactions.
Since there is no developed case law with regard to these
problems, this Note offers two hypothetical cyberspace transactions to
illustrate the potential problems applying the conventional analysis.
Hypothetical #1155

First, suppose that an individual in France forms a small movie
production partnership. His wife, who runs the business, sets up a web
site to promote the partnership. The web site describes the types of
movies that the partnership produces and the partnership's plans to
export movies throughout Europe and North America in the distant
future. Sprinkled throughout the narrative are misrepresentations
about contracts with well-known local French actors for future movies.
At the end of her description, she makes a request for investors. Three
separate Internet users, an American citizen in California, an
American citizen residing in England, and a citizen of New Zealand,
locate the web site. They download the information onto their
personal computers. After investing and incurring losses, all three
users sue for federal securities violations in federal court in California.
At first blush, the extraterritorial approach to subject matter
jurisdiction poses no problems when applied to the cyberspace
offering by the French defendant. At least with regard to the
American user in California, proper subject matter jurisdiction need
not be premised on a finding that the fraudulent acts occurred in the
United States.' Thus, even assuming that the fraudulent act
"occurred" in France, subject matter jurisdiction is proper.
However, with regard to the American user in England and the
user from New Zealand, the "conduct" test raises difficult questions
since the Bersch test for the American citizen abroad and foreigners
154. There has already been much scholarly criticism of the "overreach" of the
extraterritorial approach of American courts. See generally Fisch, supra note 60.
155. See generally Silverman, supra note 24, at 10.
156. See Bersch v. Drexel Firestone, Inc., 519 F.2d 974, 993 (2d Cir.), cert denieC4 423 U.S.
1018 (1975).
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outside the United States is dependent upon the situs of the fraudulent
acts.'57 Where did the fraudulent conduct by the French defendant
actually occur? Did the act occur in the forum state in which the
defendant created the web site containing the fraudulent offering
statement? Is the situs the location of the users who accessed,
downloaded, read, and then relied upon the web site statements in
their decision-making?. Does the situs include any and all locations
through which the users' networks connected to the web site? Is the
situs of the act the forum state of the defendant's server, to which the
users must have connected in order read the defendant's web site?
Despite the lack of physical acts by the French defendant in the
United States, jurisdiction in the case of the American citizen residing
abroad could be supported if the offering statement were considered
an "act[] . . . of material importance [that] occurred [in the United
States that] significantly contributed" to the user's losses.' With
regard to the foreign national in New Zealand, jurisdiction would be
proper if the offering statement were considered either "an activity
designed to further a fraudulent scheme" that occurred within the
United States,'59 or an act directly causing loss that occurred in the
United States." °
Thus, defining where an act occurs on the Internet is essential to
the federal court's determination of subject matter jurisdiction. Until
"conduct" is defined for purposes of cyberspace securities
transactions, or the Internet in general, application of the conventional
jurisdictional rules will be uncertain at best.
The "effects" test appears to offer greater certainty than the
"conduct" test in its application to cyberspace. For all three users,
even if the conduct occurred abroad, jurisdiction could be asserted if
the users could make a showing of significant adverse effects on
markets in the United States or American investors. 61
Moreover, the "effects" test, as applied in the cyberspace arena,
appears to be no more expansive than in the non-cyberspace context.
Since the "effects" test is premised on the quality of the effect of the
fraudulent conduct upon the United States, 162 the fact that messages
157.
158.
159.
160.
161.
162.

Id.
Id.
See Kasser, 548 F.2d at 114.
See Bersch, 519 F.2d at 993.
See supra text accompanying notes 74-76, 97-100.
See, e.g., Bersch, 519 F.2d at 989.
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sent from anywhere in the world have the potentialto be received and
relied upon by American investors is generally insufficient by itself to
support an assertion of American jurisdiction.
Assuming there is subject matter jurisdiction, the federal court
must also find personal jurisdiction over the French defendant. Under
the conventional rules, to be consistent with due process, the French
defendant must have purposefully directed minimum contacts toward
the forum state of California such that she could reasonably anticipate
being haled into court there.
However, cyberspace complicates this "minimum contacts"
analysis. Was the defendant's offering statement merely a fortuitous
contact with the forum state?1" Was the defendant's web site directed
to potential investors in the United States?1" Is the placement of a
web site into the stream of commerce with knowledge that it could be
received by a potential investor in the United States sufficient to
sustain the exercise of personal jurisdiction over the defendant?1" If
the fraudulent act "occurred" where the user downloaded, read, and
relied upon the offering statement, was the foundation therefore laid
for personal jurisdiction because the French defendant was "doing
business" in the forum state?"6 If the fraudulent act were performed
in France, is the effect it caused in the California forum a sufficient
basis for personal jurisdiction?167
The "stream of commerce"' 68 and the "causing effects in the
forum" 1" theories provide the greatest potential for overextending the

American jurisdictional arm in a manner inconsistent with due
process. However, Asahi, World-Wide Volkswagen, and Leasco

operate as restraints on such overextension.
If applied to the French movie production partnership
hypothetical, Asahi and

World-Wide Volkswagen suggest that

placement of a fraudulent offering statement into the stream of
Internet commerce alone would not suffice for the exercise of
jurisdiction. Instead, the federal court first must be satisfied that the
French defendant intended to serve the particular forum.?7 Mere
163.
164.
165.
166.
167.
168.
169.
170.

See
See
See
See
See
See
See
See

World-Wide Volkswagen Corp. v. Woodson, 444 U.S. 286, 298 (1980).
Calder,465 U.S. at 789-91.
World-Wide Volkswagen Corp., 444 U.S. at 298.
supra text accompanying note 119.
supra text accompanying notes 120-123.
supra text accompanying note 132.
supra text accompanying notes 120-121.
World-Wide Volkswagen Corp., 444 U.S. at 297-98.
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The court

must find the presence of additional conduct by the foreign defendant
beyond mere placement of its web site into the stream of commerce.172
Likewise, the Leasco court cautioned that the "causing effects in
the forum" test espoused in the Restatement (Second) of Conflict of
Laws 1"I is "a principle that must be applied with caution, particularly
in an international context."' 74 As such, the Leasco court borrowed an
additional requirement from the Restatement (Second) of Foreign
Relations Law in formulating its limitation that the defendant "must
know, or have good reason to know, that his conduct will have effects
in the state seeking to assert jurisdiction over him."175
Despite these factors limiting jurisdictional overextension, two
questions regarding cyberspace transactions remain. First, what
constitutes the "additional conduct" required by Asahi for purposes of
a cyberspace securities transaction? Second, is the "causing effects in
the forum" standard nevertheless overbroad in the cyberspace context
since all Internet users have good reason to know that the contents of
their web sites and bulletin board postings may have effects in all
forum states with cyberspace technology?
At a minimum, defining "purposeful availment" for purposes of
cyberspace-specific transactions would eliminate ambiguity. However,
in lieu of a legislative response, perhaps the best answer is for courts to
analogize the situation of a foreign issuer of securities in cyberspace to
that of a foreign manufacturer of supply parts. As such, "[t]he
purposeful availment of a foreign issuer in employing U.S. markets to
raise capital is analogous to the deliberate use by a foreign
manufacturer of out-of-state markets for its goods."' 76 In making this
determination, a court may draw inferences regarding the issuer's
intent from objective manifestations of the issuer, including
documents, specific acts, or other evidence presented to the court.
Another potential solution to reel in the courts' broad
jurisdictional net is for courts to apply more systematically the
"reasonableness" arm of the two prong test for personal jurisdiction.'77
171. Id. at 296.
172. See Asahi Metal Indus. Co., 480 U.S. at 112.
173. See supra text accompanying note 121.
174. Leasco, 468 F.2d at 1341.

175. Id. (citation omitted).
176. Fisch, supra note 60, at 563 n.223.
177.

See supra text accompanying notes 124-129.
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Several of the factors that the Supreme Court has suggested courts use
as countervailing considerations to the assertion of jurisdiction may be
applicable,1" including the burden on the defendant to travel to and
present a case in the forum, and the forum state's interest in
adjudicating the dispute. In our French movie production partnership
hypothetical, were the French defendant to make a compelling
showing as to the existence of such countervailing considerations, then
the assertion of jurisdiction should be rejected as not comporting with
International Shoe's constitutional requirement of "fair play and
substantial justice." 179
Finally, in order to reduce the potential for jurisdictional
overextension, the jurisdictional inquiry for cyberspace securities
transactions warrants another step, such as an analysis similar to the
1s
forum non conveniens inquiry.
Hypothetical #2

A small Missouri grain company posts a securities offering
statement on a news bulletin board. The offering statement omits
material information. This statement is downloaded by a prospective
investor in Germany through his access to the Internet. The German
investor later sues in a German court.
This second hypothetical, together with the French movie
production partnership hypothetical discussed earlier, l" l demonstrates
two additional problems associated with securities transactions in the
new medium of cyberspace. First, there is the increased possibility that
domestic Internet users will be subjected to the regulatory schemes of
the forum states of other nations. Second, there is the dual potential
for conflicts between the securities laws and policies of the United

178. See supra note 128 and accompanying text.
179.

See InternationalShoe, 326 U.S. at 320.

180. Under this doctrine, a court may, in certain instances, decline jurisdiction where the
location is grossly inconvenient, and dismiss the case on the ground of forum non conveniens.
This involves a balancing of "public" interests, such as the existence of a strong local interest in
having a controversy decided in another forum or an interest in avoiding conflict of law
problems, and "private" interests, such as the ease and access to sources of proof or the
availability of the compulsory process for attendance of unwilling witnesses. See, e.g., Piper
Aircraft Co. v. Reyno, 454 U.S. 235 (1981).
181. See supra text accompanying notes 154-180.
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States and other nations, and the encroachment upon the sovereignty
of foreign nations in the assertion of jurisdiction.l"
Securities regulation varies among nations, because of "differing
regulatory philosophies" based on distinct national interests. 18a For
example, disclosure requirements may differ from country to
country. 1 For policy reasons, the United Kingdom, France, and
Belgium utilize "direct regulation of internal corporate dealings to
protect investors, rather than on affirmative disclosure and creation of
private rights."'" The result is that these nations "are less likely to
define nondisclosure as fraud and may prefer criminal penalties to
private rights." 1" On the other hand, in the United States, a primary
policy behind the federal securities laws was to make information
available, thus leveling the playing field and remedying information
asymmetries."8 This policy decision resulted in a system of mandatory
disclosure of information, whereunder securities issuers must
disseminate detailed information in the sale of new securities and
certain firms meeting criteria listed in the 1934 Act must file periodic
reports.""
Some courts have presumed that every nation must have a rule
against fraud in its legal system s9 However, even if this were true, the
substantive legal rules that various nations have adopted concerning
securities fraud are certainly not the same. 19° For example, in France, a
plaintiff must demonstrate that actual, personal damages were directly
caused by fraud. 19' In the United States, however, there is a
presumption of causation."9 Thus, the likelihood of regulatory conflict
among different jurisdictions is real.
182. The extraterritorial approach already has received much criticism for its overextension
in the area of transnational securities transactions. See generally Testy, supra note 60; Fisch,
supra note 60.
183. David Michaels, Note, Subject Matter Jurisdictionover TransnationalSecurities Fraud:
A Suggested Roadmap to the New Standard of Reasonableness,71 CORNELL L. REV. 919, 937-38
(1986).
184. For an example in the area of tender offers, see Fisch, supra note 60, at 529-30.
185. Michaels, supra note 183, at 937 (citation omitted).
186. Id. (citation omitted).
187. Seligman, supra note 15, at 649.
188. Id. at 649-50 (citation omitted); see also J. William Hicks, Securities Regulation:
Challenges in the DecadesAhead, 68 IND. L.J. 791, 798 (1993).
189. See, e.g., IIT v. Vencap, Ltd., 519 F.2d 1001, 1015 (2d Cir. 1995); Grunenthal GmbH v.

Hotz, 511 F. Supp. 582, 587 n.7 (C.D. Cal. 1981).
190. Michaels, supra note 183, at 935-38.
191. Id. at 936 n.107.
192. Id. at 936 (citation omitted).
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The Missouri grain company hypothetical illustrates the
differences in national regulatory schemes. In the United States, it is
unlawful to omit to state a material fact in several contexts. 19
However, "[i]n Germany, omissions only give rise to a cause of action
if the omission takes place in a listing" prospectus or in the sale of
shares by an investment company. Otherwise, a deceptive or
misleading representation is required.1" Thus, German laws are
clearly intended to protect certain conduct that American law would
find unlawful.
Applying the substantive German law precluding a securities
fraud action based on an omission, the German user in our
hypothetical would be unable to maintain suit in a German court.
However, had a German user made the same offering statement, he
could have been haled into an American court that sought to exercise
its extraterritorial power.'
This potential conflict of laws and possible encroachment upon
foreign sovereigns in the transnational application of the federal
securities laws has been debated outside the context of cyberspace.
Some American courts have taken the position that a broad assertion
of American jurisdiction may be necessary as a matter of American
policy disfavoring fraud:
[T]o deny such jurisdiction may embolden those who wish to
defraud foreign securities purchasers or sellers to use the United
States as a base of operations . . . .We are reluctant to conclude
that Congress intended to allow the United States to become a
"Barbary, 196Coast," as it were, harboring international securities
,pirates."
At the same time, some courts conclude that the failure of
American courts to assert jurisdiction may lead to reciprocal responses
by other nations.1 7 One court stated that, "by finding jurisdiction
193. See, e.g., 1934 Act § 14(e), 15 U.S.C. § 78j(e) (1994) (prohibiting omission of material
fact with respect to a tender offer); 17 C.F.R. § 240.10b-5 (1984) (prohibiting omission of
material fact in connection with sale or purchase of any security); 1933 Act § 11, 15 U.S.C. § 77k
(1994) (imposing civil liability for failure to state a material fact necessary in order to make the
statements true in registration statement); 1933 Act § 12, 15 U.S.C. § 771 (1994) (imposing civil
liability for failure to state a material fact necessary in order to make the statements true in
connection with prospectuses).
194. Michaels, supra note 183, at 935 n.106. Similarly, in the United Kingdom, with slight
exception, there exists no cause of action for an omission to state a material fact. Id.
195. A similar situation occurs in the French movie production partnership hypothetical
where an American court attempts to assert jurisdiction over the French defendant.
196. SEC v. Kasser, 548 F.2d 109, 116 (3d Cir.), cert. denied, 431 U.S. 938 (1977).

197. Id.
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here, we may encourage other nations to take appropriate steps
against parties who seek to perpetrate frauds in the United States." 1
Other commentators have addressed alternative analytical
frameworks for considering whether to assert American jurisdiction.
Some of these include the "compelling interest" approach,1'

a

"consensual contact" approach," and diplomatic international
cooperation °t
The "interest" analysis, which courts generally accept,' "requires
a court to determine which state has the primary interest in applying
its law to the transaction.'" In the context of transnational securities
transactions, courts should examine the variety of national interests
and policies involved in making its jurisdictional determination.'
"Where conflicts exist, courts should consider jurisdiction less
reasonable because the other nation is more likely to object to the
imposition of American regulations and regulatory goals."W

However, if there exists a compelling American interest which falls
within either the "conduct" or "effects" test, the above analysis would
be unnecessary, and jurisdiction would be reasonable, even if there are
direct policy conflicts with a foreign nation.' A higher degree of

conflict with other nations though should require even more support
for the assertion of jurisdiction and the application of American law.'
Under the "consensual contacts" approach, "a court should not
accord undue weight to American interests, and it should focus on
whether the defendant's contacts with the United States have been

198. Id.
199. Michaels, supra note 183, at 938-40.
200. Predictability and Comity: Toward Common Principlesof Extraterritorial Jurisdiction,
supra note 70, at 1322.
201. Doty, supra note 85, at S83.
202. Fisch, supra note 60, at 556.
203. Id. at 555 (citation omitted). The Restatement (Second) of Conflict of Laws has
incorporated the concept of the "interest" analysis for choice-of-law rules. Under the Second
Restatement, a court applies the law of the state with "'the most significant relationship to the
parties and the transaction or occurrence."' Id. (citation omitted). The court will consider a
number of factors to determine which sovereign has the most significant relation to the
transaction, including the policies of the parties involved, their expectations, and a level of
certainty as to the outcome. RESTATEMENT (SECOND) OF CONFLICT OF LAws § 6 (1971).
204. Michaels, supra note 183, at 938.
205. Id.
206. Id.
207. Id. at 939. See Fisch, supra note 60, at 554-61 for a more detailed discussion of the
interest analysis.
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voluntary."" A system of fair jurisdiction should be "consistent with
the principle
of jurisdiction by consent" through some purposeful
activity.' °
Finally, the "diplomatic" approach eschews the balancing inquiry
of the "compelling interest" approach, limiting the discretion of courts
in matters involving extraterritorial jurisdiction.2 1 ° Under this
approach, the issue of jurisdiction might be handled through
discussion among the parties and countries involved, or through
agreements with nations with whom there might be forseeable
extraterritorial disputes. 211 Already, the SEC has embarked on a
successful program of negotiating bilateral information-sharing
agreements. 2U In addition, the SEC has taken an active role in
inducing other countries to implement securities laws more closely
aligned with United States' laws, particularly in the area of insider
trading.2'
Consistent with the "diplomatic" approach, SEC Commissioner
Steven Wallman has called for an international approach to "the
problem of when, or if, an Internet offering in one country violates
'
another country's laws if it is down-loaded there."214
Commissioner
Wallman has acknowledged that Internet innovations will blur the line
between traditional jurisdiction of the SEC and that of financial
regulators in foreign countries, thus requiring greater global
cooperation. For example, in light of the extensive SEC regulations for
securities exchanges, he asks:
How then would the Commission regulate-and should the
Commissions regulate-the posting of quotations on the Internet by
a foreign stock exchange, when those quotes become available to
investors in the U.S.? And how long will it be after that before there
is a simple mechanism for an Iowa resident to buy, for example,
Frankfurt Stock Exchange listed stocks over the Internet? Obvious
are the enforcement difficulties, and the policy issues arising from
the operation of disparate regulatory schemes, if one were to
determine that U.S. jurisdiction exists as a result of this conduct.
208. Predictabilityand Comity: Toward Common Principles of ExtraterritorialJurisdiction,
supra note 70, at 1322 (citations omitted).
209. Id.
210. Id. at 1325.
211. Id. (citations omitted)
212. Doty, supra note 85, at 83-84.
213. James A. Kehoe, Exporting Insider Trading Laws: The Enforcement of U.S. Insider
TradingLaws Internationally,9 EMORY INT'L L. REV. 345, 352-58 (1995).
214. Wallman Wants InternationalStandardon InternetIssues, CORP. FINANCING WK.,July 22,
1996, at 6.
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Such an example clearly illustrates the need for greater
cooperation . . . [and] the need to determine how we should
regulate in such a global system, because the usual method of
regulation by geographic jurisdiction is about to disappear.215
All of these analytical approaches may be applied in the context
of cyberspace transactions in order to limit the potential conflict of
laws and encroachment upon foreign sovereigns.
III
Domestic Regulatory Jurisdiction
Cyberspace also poses problems for federal and state regulators
asserting jurisdiction over "domestic cyberspace securities
transactions," given its increasing use for commercial transactions and
the possibilities it brings as a communications medium for capital
formation.216 "Domestic" securities transactions in this country are
traditionally subject to the jurisdiction of both state and federal
securities laws.217 However, the Internet has "blur[red] the line of
traditional regulatory jurisdiction."218 In the face of the recent
cyberspace revolution, there has been no development of a consistent
and "'harmonious regulatory approach[] to [the use of] electronic
219
media' for securities transactions.
A.

State Jurisdiction

In particular, the capacity to communicate electronically in
cyberspace raises jurisdictional problems in the application of state
securities laws. 2 If a state cannot regulate Internet activities that
originate far away, but cross a state's borders and directly impact
investors within the state, the technological revolution will undermine

215. Steven M.H. Wallman, Regulating in a World of Technological and Global Change,
Remarks before the Institute of International Bankers (March 4, 1996), 1996 WL 102708 (SEC),
at *6.
216. See Silverman, supra note 24, at 10. By "domestic cyberspace securities transactions,"
this Note refers to those securities transactions over the Internet that involve communications
between users in the United States.
217. Seligman, supra note 15, at 673-74.
218. Hal Lux, SIA Urges CoordinatedAction on Internet-relatedIssues; State Regulators and
SROs Still Trail SEC Actions, INVESTMENT DEALERS' DIG., Dec. 11, 1995, at 4 [hereinafter Lux,
SIA].
219. Id.
220. See Langevoort, supra note 16, at 763-64.
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the effectiveness of the local securities regulation system.P' In
response, blue sky regulators, who feel there have been sufficient

contacts with their state,' have begun to assert jurisdiction
over
3
people posting fraudulent messages that enter their state.m
In their efforts to prevent cyberfraud, state regulators have
focused on two potential cyberspace sites for securities
misrepresentation and fraud: (1) "bulletin boards focusing on financial
issues or entrepreneurship [which] often attract people who hype
particular stocks or money-making ventures;" ' and (2) "home pages
about securities offerings which may be registered in only some
states."' Both types of sites have created new opportunity for scam
artists.2
The first category of targeted actions involves "customers of
commercial on-line services, or those on the Internet, [who] are
pitched investment schemes through E-mail on-line topical message
forums."'
State regulators have identified several common
schemes,' including manipulation of obscure penny stocks,29
pyramid schemes and Ponzi scams,' and misconduct by unlicensed or
221. For example, state regulators may have trouble establishing in personam jurisdiction in
cyberspace. See Silverman supra note 24, at 10.
222. Silverman, supra note 24, at 10.
223. David R. Johnson, The Internet vs. the Local Characterof the Law, LEGAL TIMES, Dec. 5,
1994, at S32.
224. Id.
225. State Regulators Set to Tackle Securities Cyber Fraud, WALL ST. LETTER, Aug. 7, 1995, at
5.
226. See Judith Rehak, From Boiler Room to Chat Room: Investment Fraudon the Internet,
INT'L HERALD TRIB., Nov. 11, 1995, at 1.
227. "First Volleys Fired"; On-Line Fraud Moves State Regulatory Agencies to Take Action,
COMM. DAILY, July 1, 1994, at 3.
228. On-Line Investment Schemes: Fraud in Cyberspace, FraudulentInvestment Schemes on
Computer Bulletin Boards, CONSUMERS' RES. MAG., Aug. 1994, at 19.
229. These scams are also known as "pump and dump" schemes, in which the share prices in
little-known, thinly-traded stocks are manipulated systematically through messages posted on the
Internet and commercial bulletin board services. After extensive cyber-hyping to increase the
price of the stock, the scamster cashes out and the remaining investors bear the loss on the
manipulated stock. Id.; see also L.A. Lorek, Internet Rife With Schemes; On-Line Con Games Are
Hard to Police, SUN-SENTINEL, Nov. 26, 1995, at 1G. For example, regulators once discovered a
large increase in the volume of trading of a particular stock was premised on "on-line rumors . .
. [that] were blatantly false and were being written by someone with direct interest in the
company." "First Volleys Fired"; On-Line Fraud Moves State Regulatory Agencies to Take
Action, supra note 227, at 3.
230. These schemes are also known as "e-mail chain letter" scams. In such scams, a promoter
promises a large return to a user over a short period of time in return for a "small investment."
This requires that the user first send the money comprising the investment to a list of on-line
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unregistered securities brokers or investment advisors."' The sheer

number of these fraudulent activities has exploded because of the
ability of cyberspace scamsters to reach thousands of users "'with only
a few keystrokes,"'"m the increase in the number of bulletin boards
and investment messages,' and the anonymity on bulletin boards via
aliases.Z4
On the surface, these cases of cyberfraud appear to be the same

old acts of securities fraud, simply operating on a new medium of
communication.'m For example, "[p]enny stock rip-offs have migrated
from 'boiler rooms' where hustlers phone their prospective victims, to
on-line 'chat rooms,' and investor bulletin boards" where users post
messages for their victims.236 The existing substantive law governing
securities fraud would appear to govern this new brand of cyberfraud
since cyberspace is merely a new medium for perpetrating securities
fraud. However, on-line securities fraud has created a host of
problems for local securities regulators, most notably the jurisdictional
authority to pursue such allegations.'
Notwithstanding the ambiguity that the Internet has created in
the area of jurisdictional authority,m state securities agencies have
begun to actively pursue investigations and enforcement actions
users, then next add his or her name to the list, and finally to post a message explaining the
"investment opportunity" to other potential investors on other computer bulletin boards. OnLine Investment Schemes: Fraud in Cyberspace, Fraudulent Investment Schemes on Computer
Bulletin Boards, supra note 228, at 19. In essence, these are investment schemes that "depend on
continually bringing in new investors to pay off the first." Rehak, supra note 226, at 1.
231. On-Line Investment Schemes: Fraud in Cyberspace, Fraudulent Investment Schemes on
Computer Bulletin Boards, supra note 228, at 19.
232. "First Volleys Fired"; On-Line Fraud Moves State Regulatory Agencies to Take Action,
supra note 227, at 3.
.233. Carolyn W.C. Wong, Superhighway Swindles and On-Line Con Games, OPEN
COMPUTING, Feb. 1995, at 24.

234. "First Volleys Fired"; On-Line Fraud Moves State Regulatory Agencies to Take Action,
supra note 227, at 24.
235. Rehak, supra note 226, at 1. In fact, "[m]ost on-line investment scams can be prosecuted
under existing mail and wire fraud laws." Jerry Knight, The Coconuts, and Other On-Line Deals;
Regulators Warn About Electronic Investment Pitches, WASH. POST, Nov. 8, 1995, at D1.
236. Rehak, supra note 226, at 1.
237. State Regulators Set to Tackle Securities Cyber Fraud, supra note 225, at 5. These
cyberschemes raise other issues for securities regulators including the verification of messages
posted under aliases and "how such cease-and-desist orders affect First Amendment rights of
those composing messages." "First Volleys Fired"; On-Line Fraud Moves State Regulatory
Agencies to Take Action, supra note 227, at 3. However, these issues are beyond the scope of this
Note.
238. Lux, SIA, supra note 218, at 4.
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against perpetrators of these cyberschemes. In June 1994, regulators
in two states launched the first ever enforcement actions in the United
States against groups which illegally sold securities in their states by
posting messages in cyberspace. 2M
In New Jersey, the state securities division entered a cease-anddesist order against two on-line chain letter schemes that offered and
sold in New Jersey and other states over a computer bulletin board. 21
The state found violations of the New Jersey securities laws because
the bulletin board message contained material misrepresentations and
constituted an offering of unregistered securities. 2
In Missouri, the state securities division filed two different ceaseand-desist orders. 2 3 In the first, which was filed against a company
listed on the Vancouver Stock Exchange and its president, regulators
found that the president had solicited users to invest in a new
subsidiary.2' The regulators claimed that this solicitation violated
Missouri securities law by offering unregistered securities to residents
of Missouri."5 The second cease-and-desist order was filed against a
stockbroker who was not registered in Missouri who attempted to sell
unregistered stock in the state over the Internet.2 "
The second area of targeted action by state securities regulators
typically involves an issuing company that runs afoul of registration
requirements 7 by posting information on home web pages that can be
239. See, e.g., State Regulators Crack Down on "Superhighway" Investment Scams, 26 SEC.
REG. & L. REP. 986 (July 8, 1994) (First enforcement actions in United States against securities
fraud in cyberspace; more than two dozen cyberfraud investigations by at least seven state
securities agencies pending); Lorek, supra note 229, at 1G (state securities regulators in Florida,
Kansas, Illinois, Missouri, North Carolina, New Jersey, Texas, New York and California took
action in 1994 and 1995 to stop on-line fraud).
240. State Regulators Crack Down on "Superhighway" Investment Scams, supra note 239, at
986.
241. Id.; States Walk "Cyberbeat" with Tough Internet Fraud Crackdown, INFO. NETIWORKS,
July 11, 1994, at 1.
242. State Regulators Crack Down on "Superhighway" Investment Scams, supra note 239, at
986.
243. Id.
244. Id.; see also Scam Artists Surf On-Line Services for Cybervictims, OMAHA WORLD
HERALD, July 5, 1995, at 19.,
245. State Regulators Crack Down on "Superhighway" Investment Scams, supra note 239, at
986.
246. Id.; Wong, supra note 233, at 24; Gregory Spears, Cops and Robbers on the Net,
KIPLINGER'S PERS. FIN. MAG., Feb. 1995, at 56.
247. Blue sky laws, which states have passed to protect investors from securities fraud,
require a seller of new securities to register offerings and to provide financial information such
that investors can make an informed decision. Antonio A. Prado, San Jose's Bid to Post POS On-
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accessed throughout the country. 2 This type of securities violation is
distinguishable from the former brand of securities schemes, since it is
not an old-fashioned scheme which has merely "been adapted to the
on-line world." 9 However, the jurisdiction question remains, given
that securities offers in cyberspace literally can go everywhere.n
A recent example of this second brand of cyberviolations
involved a brewing company "which registered a securities offering in
about half a dozen Western states but also had the information posted
on a home page for brewing enthusiasts." 1 The fact that people
downloaded the prospectus in states where the securities were not
registered created concerns that the brewing company could thwart
state securities laws. State regulators threatened legal action if the
offending home page was not removed from the Internet. 252
In response to questions from securities issuers, several states
have begun to issue special orders to clarify their jurisdiction over
securities offerings on the Internet. 253 Recently, Pennsylvania became
the first state to address registration issues raised by the Internet. 2'
On August 31, 1995, the Pennsylvania Securities Commission issued
an order exempting securities offered for sale on the Internet from
state registration requirements, so long as three conditions are
satisfied: (1) the offer indicates, directly or indirectly, that the
securities are not offered to a person in Pennsylvania; (2) the offer is
not specifically directed to any person in Pennsylvania by other means;
Line Raises Questions Over Blue Sky Laws, BOND BUYER, Nov. 13, 1995, at 1. Some securities
may qualify for an exemption from state registration. For example, most blue sky laws provide a
security with automatic exemption from registration if the security is registered with the SEC
under the 1933 Act and it is listed on a national exchange or the NASDAQ. However, since
many smaller issuers of securities may not qualify for these listings, they would have to qualify
under other state exemptions. Greg Allio and Gary Lloyd, The Latest Internet Love-in Will Be
the Direct Selling of Shares, RECORDER, July 3, 1996, at 6. In addition, "most states . . . do not
have any exemption for solicitations of interest similar to Regulation A, such that it is possible
that an offering may be in compliance with federal securities laws . . . [but] could be actionable
under state law." Weirick, supra note 57, at B5.
248. State Regulators Set to Tackle Securities Cyber Fraud,supra note 225, at 5.
249. Rehak, supra note 226, at 1.
250. See Wong, supra note 233, at 24.
251. State Regulators Set to Tackle Securities Cyber Fraud,supra note 225, at 5.
252. Id.
253. See, e.g., Pennsylvania Clears the Way for Securities Offerings on the Internet Without
Registration, SEC. WK., Oct. 9, 1995, at 9. Inconsistencies in blue sky regulations and federal law
have led some to suggest that Congress provide for the preemption of state law. Weirick, supra
note 57, at B5.
254. Pennsylvania Clears the Way for Securities Offerings on the Internet Without
Registration,supra note 253, at 9.
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and (3) no sales of the securities are made in Pennsylvania as a result
of the Internet offering.'

Pennsylvania's efforts to promulgate new rules have not gone
unnoticed. At least a dozen other states, including Alaska, Indiana,
and Maryland, have followed Pennsylvania's position in addressing
jurisdiction over Internet offerings.' In addition, the North American
Securities Administrators Association, Inc. (NASAA), an association
of securities commissioners from all fifty states, the District of

Columbia, Puerto Rico, Mexico, and certain Canadian provinces, has
formed a committee to address, among other issues, jurisdictional
authority surrounding the use of electronic media in securities
offerings across state lines. 5 Already, NASAA has announced plans
to launch the State Registration Depository (SRD), a state-level
electronic filing system comparable to to the SEC's EDGAR
system.?
Finally, California has added an exemption to its blue sky statute

that could facilitate unregistered securities offerings on the Internet in
that state. 259 Section 25102(n) of the California Corporations Code
permits certain qualifying securities issuers to conduct pre-offering
solicitations to determine investor interest through a written general
announcement of the proposed offering.' The Internet could play a
valuable role in these solicitations, but its borderless nature still

255. Order of the Pennsylvania Securities Commission, In Re: Offers Effected Through
Internet That Do Not Result In Sales in Pennsylvania, 1995 Pa. Sec. LEXIS 71 (Aug. 31, 1995), at
*2.
256. See, e.g., Administrative Order No. 96-06 S, Alaska Administrator of Securities, for the
Department of Commerce and Economic Development for the State of Alaska, In Re: Offers
Effected Through Internet That Do Not Result in Sales of Securities in Alaska (Dec. 20,1995), at
*2; Order No. 95-0115 AO, Securities Division of the State of Indiana Office of the Secretary of
State, In the Matter of: Securities Offered on the Internet, But Not Sold in Indiana (Nov. 15,
1995), at 1; Order of the State of Maryland, Office of the Attorney General, Securities Division,
In the Matter of: Offers of Securities Through the Internet, 1996 Md. Sec No-Act. LEXIS 4 (April
22, 1996). Other states to adopt a similar "Internet disclaimer" regulation include Connecticut,
Michigan, New Jersey, North Dakota, Rhode Island, South Dakota, Texas, Vermont, and West
Virginia. See Silverman, supra note 27, at 20. In addition, at least one commentator has suggested
the possibility that securities regulators in foreign jurisdictions might adopt the approach of
Pennsylvania. Weirick, supra note 57, at B5.
257. Use of Electronic Media for Delivery Purposes,supra note 1, at 53,459.
258. NASAA Announces New System for ElectronicFilings with States, 28 SEC. REG. L. REP.
(BNA) 678 (May 24,1996).
259. Allio & Lloyd, supra note 247, at 6.
260. Cal. Corp. Code § 25102(n)(5) (West 1995).
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necessitates compliance with federal laws and the laws of the states in
which the electronic solicitations may be received. 61
Despite state efforts to regulate Internet securities transactions,
questions remain concerning the applicability of blue sky laws to the
electronic distribution of securities, even in the context of a legitimate
offering.' Recently, the city of San Jose, California planned to
publish a preliminary official statement on the City's Internet web site
to test the waters for a sale of local revenue bonds. However, city
officials decided against the electronic distribution, citing concerns
over state securities laws because there were thirteen states in which
San Jose had not obtained authorization to sell its bonds.6' Since it
was unclear to the City to whom the blue sky laws applied and what
the potential consequences would be, the City decided it would be
wise to wait until the legalities of distribution via the Internet are
resolved, because "[u]ntil it is, anybody that does [effectuate a
securities offering over the Internet] is running a risk."' However, a
recent no-action letter ruling by the SEC "may be able to overcome
regulatory concerns" for issuers such as the city of San Jose which
"have hesitated to promote debt sales over the Internet."'
B.

Federal Jurisdiction

Most federal securities rules governing print media squarely cover
activities on the Internet as well.6 7 For example, the fraudulent
investment schemes that are posted on electronic bulletin boards
differ little in substance from those a solicitor would try on the
telephone or in person.
Nevertheless, certain types of Internet securities transactions
remain a source of concern for federal regulators, including the
potential for market manipulation through inside information
2
disseminated on the Internet and the sale of unregistered securities. 6
This concern is accentuated by the major advantage that the Internet
261.
262.
263.
264.
265.

Allio & Lloyd, supra note 247, at 6.
Prado, supra note 247, at 1.
Id.
Id.
Id.

266. SEC Ruling Paves Way for InternetBond Sales, CAL. PUB.

FIN.,

Sept. 2,1996, at 1.

267. See Speed Limits on the Information Superhighway, MONEY MGMT. LETrER (Special
Supplement), June 19, 1995, at 4.
268. See id.; "First Volleys Fired"; On-Line FraudMoves State Regulatory Agencies to Take
Action, supra note 227, at 3.

19961

THE APPLICATION OF SECURITIES LAWS IN CYBERSPACE

has over other mediums of communications; it provides cheap access
to an unlimited audience.' As such, just as state regulators have
begun to move against those cyberspace users that violate local
securities laws, federal regulators have begun to aim their regulatory
antennae toward the Internet in their assertion of jurisdiction over

cyberspace securities transactions. 27
In March 1995, the SEC launched its first case of securities fraud
in cyberspace. 2 1 In its complaint, the SEC claimed that two companies
and three individuals participated in a fraudulent pyramid scheme that
raised three million dollars from 20,000 investors through the
solicitation and sale of unregistered securities over the Internet.' The
SEC alleged violations of federal antifraud provisions, claiming that
the defendants failed to disclose the legal, regulatory, and technical
obstacles to their sale of securities, and violations of the federal
registration provisions, since the offered securities had not been
registered.'

The SEC sought a temporary restraining order, orders

for preliminary and permanent injunctions, additional equitable relief,
and civil penalties against the defendants. 4 A United States district
court entered a temporary restraining order, including a freeze of
assets, 5 and a preliminary injunction. 6

In August 1995, the SEC filed another complaint in federal court
seeking a permanent injunction based on an Internet user's violations
of the antifraud provisions of the federal securities laws through a
false and materially misleading Internet solicitation.' The solicitation

offered a "whopping 20% rate of return" through a "very low risk"
bond investment in a venture involving the acquisition and raising of
269. Lorek, supra note 229, at 16.
270. For example, the SEC has set up an Enforcement Complaint Center on the World Wide
Web to take complaints for users about securities fraud. Fraud Tips from Web, NAT'L L.J, July
22, 1996, at A10.
271. Speed Limits on the Information Superhighway, supra note 267, at 4; see also S.E.C. v.
Pleasure Time, Inc., Civil Action No. C-1-95-178 (S.D. Ohio), SEC Litig. Release No. 1440,1995
SEC LEXIS 611 (Mar. 15, 1995).
272. Pleasure Time, Inc., 1995 SEC LEXIS 611, at *1; Investment Promoters Who Used
Computer Networks ChargedWith Fraud,27 SEC. REG. L. REP. 444 (CCH) (Mar. 17, 1995).
273. Investment Promoters Who Used Computer Networks Charged With Fraud, supra note
272, at 444.
274. Pleasure Time, Inc., 1995 SEC LEXIS 611, at *1.
275. Id.
.276. Telephone Interview with Bob Burson, Securities and Exchange Commission, Midwest
Office (Feb. 6, 1996).
277. S.E.C. v. Odulo, Civil Action No. 95-424-P (D. R.I.), SEC Litig. Release No. 14591,
1995 SEC LEXIS 2062 (Aug.7, 1995).
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eels,' and provided false endorsements of the bonds by fictitious
financial advisers. 9 The defendant solicited investors to send checks
to a post office box in Rhode Island, which would then be forwarded
to his home in California3 s A United States district judge issued a
permanent injunction, to which the defendant consented without
admitting or denying the allegations. 8
In bringing these cyberspace enforcement actions, the SEC has
invoked provisions of the 1933 Act and the 1934 Act for its
enforcement authority and the jurisdictional authority of the federal
courts.' Two other cyberspace enforcement actions filed by the SEC
in 1995 illustrate these assertions of authority.
In a third cyberspace enforcement action filed in 1995, the SEC
alleged that the defendants had been using the Internet to engage in
an ongoing, fraudulent securities offering in violation of the antifraud
and registration provisions of the federal securities laws.' With
regard to the registration violations, the SEC averred that section
20(b) of the 1933 Act conferred its enforcement authority, 4 and that
section 22(a) of the 1933 Act' provided jurisdiction for the court.'
For the antifraud violations, the SEC invoked section 21(d) of the
1934 Act' for its enforcement authority, and sections 21 and 27 of the
1934 Act' for jurisdiction of the court.' The United States district

278. Id.; see also Phony Investment Scheme Halted, CHARLESTON DAILY MAIL, Aug. 15, 1995,
at 2C.
279. S.E.C. v. Odulo, Civil Action No. 95-424-P (D. R.I.), SEC Litig. Release No. 14616,
1995 SEC LEXIS 2186 (Aug.24, 1995).
280. Phony Investment Scheme Halted, supra note 278, at 2C.
281. Odulo, 1995 SEC LEXIS 2186 at *1.
282. See, e.g., Complaint, Oct. 27, 1995, at 3, Securities Exchange Commission v. Scott A.
Frye, Civil Action No. 9205 (BSJ) (S.D.N.Y.) [hereinafter "Frye Complaint"]; Amended
Complaint for Temporary Restraining Order, Preliminary and Permanent Injunction, Civil
Monetary Penalties and Other Relief, Oct. 25, 1995, at 3, Securities Exchange Commission v.
Gene Block, Civil Action No. 95-11748 (RCL) (D. Mass.) [hereinafter "Block Complaint"].
283. S.E.C. v. Block, Civil Action No. 95-11748 (RCL) (D. Mass.), SEC Litig. Release No.
14711, 1995 SEC LEXIS 3006 (Nov. 2, 1995); S.E.C. v. Block, Civil Action No. 95-11748 (RCL)
(D. Mass.), SEC Litig. Release No. 14598, 1995 SEC LEXIS 2056 (Aug. 10, 1995).
284. See supra note 80 and accompanying text.
285. See supra note 81 and accompanying text.
286. Block Complaint, supra note 282, at 3.
287. See supra note 83 and accompanying text.
288. See supra note 84 and accompanying text.
289. Block Complaint, supra note 282, at 3.
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court proceeded to enter two separate preliminary injunction orders,
including a freeze of assets, against two of the named defendants.'

In yet another cyberspace enforcement action, the SEC claimed
that the defendant had been using the Internet to engage in fraudulent
securities offerings involving two Costa Rican coconut-related
enterprises39 The defendant had posted numerous messages on the
Internet to solicit funds from investors, with promises of riskless
profits and above-average returns.'

The SEC alleged that the

defendant, in connection with these solicitations, had falsely
represented a major distribution contract for its product with a
supermarket, and had falsely stated that a bank had guaranteed the
investment.' Again, the SEC invoked provisions of the 1933 Act and

the 1934 Act to legitimate its enforcement authority and the court's
jurisdiction.'

Upholding the SEC's invocations, the United States

district court granted the SEC's request for a temporary restraining
order, including a freeze of assets,' and a preliminary injunction.'
The SEC's aggressive movement against perpetrators of securities
fraud on the Internet has continued into 1996 with the filing of several
complaints,' and has met with success in the federal district courts.29
290. Preliminary Injunction and Order for the Freezing of Assets and Other Relief, Jan. 30,
1996, Securities Exchange Commission v. Gene Block, et. al., Civil Action No. 95-11748 (RCL)
(D. Mass.); SEC Litig. Release No. 14711, supranote 282; SEC v Gene Block, Civil Action No.
95-11748 (RCL) (D. Mass.), SEC Litig. Release No. 114638, 1995 SEC LEXIS 2530 (Sept. 18,
1995); Preliminary Injunction and Order to Continue Asset Freeze, as Modified and Other
Relief, Sept. 14, 1995, Securities Exchange Commission v. Gene Block, Civil Action No. 95-11748
(RCL) (D. Mass.).
291. Frye Complaint, supra note 282, at 1.
292. S.E.C. v. Frye, Civil Action No. 95-9205 (JSM) (S.D.N.Y.), SEC Litig. Release No.
14720, 1995 SEC LEXIS 3127 (Nov. 15, 1995).
293. Id.
294. Frye Complaint, supra note 282, at 2.
295. Temporary Restraining Order, Order to Show Cause and Order for Other Interim
Relief, Oct. 27, 1995, Securities Exchange Commission v. Scott A. Frye, Civil Action No. 95-9205

(S.D.N.Y.).
296. Order, Nov. 15, 1995, Securities Exchange Commission v. Scott A. Frye, Civil Action
No. 95-9205 (S.D.N.Y.).
297. S.E.C. v. Sellin, Civil Action No. 96-6825 (S.D. Fla.), SEC Litig. Release No. 15004,
1996 SEC LEXIS 2069 (Aug. 7, 1996); S.E.C. v. Octagon Technology Group, Inc., Civil Action
No. 96-1299 (JR) (D.D.C.), SEC Litig. Release No. 14942, 1996 SEC LEXIS 1557 (June 11,
1996); S.E.C. v. Comparator Systems Corp., Civil Action No. 96-3856 (LGB) (C.D. Cal.), SEC
Litig. Release No. 14927, 1996 SEC LEXIS 1510, at *2 (May 31, 1996); S.E.C. v. Spencer, Civil
Action No. 96-1800 (DHC) (N.D. I11.), SEC Litig. Release No. 14856, 1996 SEC LEXIS 975
(March 29, 1996); Wallman Concerned that Chat Rooms on Internet Can Be Used to Move
Markets, 27 FED. SEC. L. REP. 751 (June 14, 1996) (noting SEC suit against Comparator Systems
Corp. for false and misleading statements on the Internet).
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IV

Conclusion
In assessing the impact of cyberspace technology on securities
law, two questions are predominant. Has cyberspace merely
resurrected old securities problems by virtue of a new medium of
communication? Or, has cyberspace created new questions for
securities laws that require new solutions? Given the global nature of
cyberspace, the Internet's cost-effective means of reaching an
unlimited audience, and the increasing use of cyberspace, answers to
these questions are critical.
On the one hand, the argument can be made that cyberspace is
merely a new means of raising several traditional legal problems.
These traditional problems range from fraudulent statements and
omissions in connection with the sale of securities, to the sale of
unregistered securities. Both types of conduct are merely carried out
through Internet communications.
However, this argument is too simplistic in its approach.
Cyberspace has raised several new legal issues concerning the more
traditional securities violations, in addition to engendering a new
breed of securities transactions for state and federal regulators to
monitor. In many instances, the conventional rules promulgated for
other mediums of communication are insufficient to govern
cyberspace securities transactions. New legislative rules or judicial
tests are necessary to remove the ambiguities that result when
conventional rules are applied to cyberspace transactions. In other
situations, traditional rules seem to apply, but a more consistent and
harmonious approach is necessary to bring clarity and predictability to
conduct in cyberspace.
In particular, cyberspace raises questions concerning jurisdiction
over securities transactions on the Internet.' United States courts
traditionally have exerted a broad extraterritorial power in their
298. See, e.g., S.E.C. v. Spencer, Civil Action No. 96-1800 (DHC) (N.D. Ill.), SEC Litig.
Release No. 15042, 1996 SEC LEXIS 2437 (September 12, 1996) (permanent injunction); S.E.C.
v. Sellin, Civil Action No. 96-6825 (S.D. Fla.), SEC Litig. Release No. 15012, 1996 SEC LEXIS
2240 (Aug. 12, 1996) (permanent injunction); S.E.C. v. Comparator Systems Corp., Civil Action
No. 96-3856 (LGB) (C.D. Cal.), SEC Litig. Release No. 14979, 1996 SEC LEXIS 1851 (July 11,
1996) (preliminary injunction).
299. Another issue raised by cyberspace, but beyond the scope of this Note, is venue for acts
committed in cyberspace. This issue is similar in nature to the question of where acts occur on the
Internet for purposes of the personal jurisdiction minimum contacts analysis. See supra text
accompanying notes 156-161.
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assertion of subject matter jurisdiction over transnational securities
transactions in the non-cyberspace context. Indeed, the "conduct" and
"effects" tests cast a broad jurisdictional net. American courts have
also extended personal jurisdiction to the full limits of the Due Process
clause in non-cyberspace transactions. However, courts have yet to
develop the minimum contacts analysis in the international context,
and where cyberspace is involved.
As such, the conventional jurisdictional rules are ambiguous in
their application to cyberspace. Given the rapid growth of
communications technology, a quick legislative response would
provide more legal certainty for Internet transactions. Nevertheless,
definitive statements as to what constitutes "conduct" and "purposeful
availment" along the Internet are necessary in order to restrain
American courts from overextending their extraterritorial power.
These definitions will allow individuals as well as domestic and foreign
companies who transact business over the Internet to determine in
advance what kinds of activities will make them subject to jurisdiction.
Such an effort will provide predictability and cost efficiency to the
securities business.
Other legislative, regulatory or judicial solutions are required to
prevent the overextension of the American extraterritorial power in
cyberspace and to reduce the likelihood of encroachment upon foreign
sovereignty. A court should make an inquiry similar to the "forum non
conveniens" inquiry after a finding of subject matter and personal
jurisdiction. In addition, courts should consider several analytical
frameworks, including the "compelling interest" approach, the
"consensual contact" approach, and diplomatic cooperation, prior to
applying their extraterritorial power.
Finally, as federal and state regulators monitor both the
traditional and new brands of securities transactions in cyberspace,
developing a harmonious approach to securities rules should be of
paramount concern. Just as Congress directed the SEC in the federal
securities laws to comport with a declared policy of greater federal and
state cooperation in securities standards,' so too should federal and
state regulators combine their efforts in the promulgation and
enforcement of cyberspace rules. Such rules should use a consistent
approach, provide minimum interference with the business of capital
formation, and provide protection to the cyberspace investor.

300. See, e.g., 1933 Act, § 19, 15 U.S.C. § 77s (1994).

